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Assalamu’alaikum warahmatullahi wabarakatuh, 

 
 

In 2015 for the first time Indonesia conducted a national risk assessment of Terrorism 

Financing (TPPT) through publication of the document "National Risk Assessment of 

Terrorism Financing 2015" or the National Risk Assessment (NRA) of TPPT compiled by 

INTRAC together with all stakeholders of Anti-Money laundering and Prevention of Terrorism 

Financing (ML-TF) regime and then continued with update carried out in 2019. Through the 

NRA TPPT, the Government of Indonesia has made many strategic policies in mitigating the 

main identified risks, the implementation of which has been conducted by each stakeholder 

in accordance with their main duties and functions. 

In order to respond to the various challenges that occur at the international, regional, 

and national scope during the 2019-2020 period, in 2021, an updated TF risk analysis will be 

carried out as well as for the first time a risk assessment is carried out on prevention of 

Financing of Proliferation of Weapons of Mass Destruction (PFWMD) by involving the role of 

the ML Committee (National Co-ordination Committee on ML/TF) as well as all stakeholders 

for the prevention of TF and PFWMD, and using the FATF standard methodology that has 

been tested for validity. 

PREFACE AND 
FOREWORD 
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In the period from March 2020 to the present, the world is facing a problem that was 

never imagined before, namely COVID-19 pandemic which has infected millions of people in 

various parts of the world and transformed into a multidimensional crisis in various strategic 

sectors, including the increasing risk of TF and PFWMD in the future pandemic. Therefore, a 

strong cooperation is needed between stakeholders to increase vigilance and strengthen the 

integrity of the financial system in dealing with threats due to COVID-19 pandemic such as 

increased fraud, cyber-crime, and the number of illegal fintech as well as facing 

vulnerabilities stemming from increased financial volatility, misuse of aid funds and changes 

in financial behavior. 

One of the important instruments used to effectively address the risks of TF and PFWMD 

in Indonesia is to use the results of the national risk assessment of TF and PFWMD which 

can help relevant stakeholders to understand the complexities surrounding TF and PFWMD 

risks, and then take policies and strategic approach with a risk-based approach as 

recommended by the Financial Action Task Force (FATF). 

In the last 5 years, the trend of terrorism financing has undergone many changes. 

From initially using illegal sources such as acts of robbery, crime, or violence, turning into 

fundraising through fundraising schemes with the label of humanitarian donations and 

legitimate business ventures. In addition, during an uncertain global situation, Indonesia, 

which applies the principle of being free and active in its foreign policy, is committed to 

participating in implementing world order based on independence, eternal peace, and social 

justice. Therefore, a risk analysis regarding the increasing trend of the development and use 

of Weapons of Mass Destruction (WMD), consisting of chemical, biological, and nuclear 

weapons, which have now become international security threats is needed. In the future, we 

see that with the increasingly complex world order and the challenges it faces, even better 

preparedness is needed, so that coordination, cooperation, and cooperation are absolute 

things that need to be made. 

Taking this into account, as well as facing the FATF Mutual Evaluation Review (FATF 

MER) which was originally to be conducted in 2020-2021, the National Risk Assessment 

document for Terrorism Financing and Financing of Proliferation of Weapons of Mass 

Destruction 2021 was prepared to provide a comprehensive overview of the current risks. TF 

and PFWMD in Indonesia, as well as recommendations for priority actions and mitigation in 

response to these risks. 
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EXECUTIVE 

SUMMARY 
 

 

 Terrorism is a transnational crime that threatens human safety in all parts of the world, 

including Indonesia. The funding aspect is an important link behind an act of terrorism that 

can have a significant consequence in supporting the achievement of the goals of the 

terrorists to conduct their actions. Along with the times and technology, the methods of 

financing terrorism are also changing, starting from what initially only used conventional 

methods such as fundraising in cash, until now it has developed with the use of virtual 

payment instruments that can be used by all internet users around the world, and starting 

from initially using illegal methods that are underground (hidden or secret), until now using 

legal institutions. In response to this, the Government and the people of Indonesia are 

committed to always play an active role in every effort to prevent and eradicate Terrorism 

Financing (TF) through a follow the money approach (handling criminal acts that focus on 

the proceeds of crime) by involving various relevant stakeholders such as the National 

Security Agency. Law Enforcement, Self-Regulating Bodies, and Financial Service Providers. 

Some of the main findings related to TF in the NRA TF and PWMD 2021 show that 

personal sponsors (terrorist financiers/fundraisers), misuse of donations through community 

organizations (ormas), and legitimate business ventures are the most common mode of 

collecting TPPT funds by terrorist financing. Meanwhile, the profiles of perpetrators at risk of 

financing terrorism are businesspeople/entrepreneurs, private employees, and traders, as 

was found in several cases where the perpetrators are welding entrepreneurs, herbal 

medicine trader, and travel agents. 

Meanwhile, DKI Jakarta, East Java, West Java, and Central Java are included in the 

category of areas with a high risk of terrorism financing. On the other hand, current 

developments have provided an opportunity for perpetrators to seek terrorism financing in 

ways that tend to be difficult to detect and trace through virtual assets and online loans. In 

the international cluster, the risk of financing terrorism in Indonesia includes two things, 

namely: (1) inward risk (funding comes from abroad and used for terrorism activities in 

Indonesia), and (2) outward risk (funding comes from Indonesia and is used for financing 

terrorist activities abroad). Based on the findings of foreign risks, countries that are at high 

risk of being an indication of sources of terrorism financing entering Indonesia are the United 

States, Malaysia, the Philippines, Australia. Meanwhile, Malaysia, the Philippines, and 

Australia are the countries most at risk of indicated as a destination for terrorism financing 

originating from Indonesia. 
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 In the context of the Financing of Proliferation of Weapons of Mass Destruction 

(PFWMD), although in Indonesia there has not been a direct threat of PFWMD, but as part of 

the international regime, Indonesia has played an active role in maintaining world order, one 

of which is supporting counter-terrorism related to the use of Weapons of Mass Destruction. 

The potential threat of PWMD in Indonesia comes from the existence of trade transactions 

conducted with countries included in the United Nations Security Council Resolutions (UNSC). 

In addition, other potential threats that can arise are from the accounts of foreign nationals 

who come from high-risk countries based on the UN Security Council Resolution who no 

longer live or work in Indonesia and are subsequently abused by other parties. 
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RISK ASSESSMENT ON TERRORISM 
FINANCING AND FINANCING OF 
PROLIFERATION OF WEAPONS OF 
MASS DESTRUCTION YEAR 2021 

 

 

 

Along with the development of the scope and nature of the increasing 

global terrorism threat, a high commitment from the Government of 

Indonesia is needed to prevent Terrorism Financing as one of the 

efforts to combat terrorism. 

The Government of Indonesia is realizing its commitment to building 

effective AML-CFT regime by carrying out updated national risk 

assessment on terrorism financing (TPPT), and for the first time also a 

risk assessment on Financing of Proliferation of Weapons of Mass 

Destruction (PFWMD) with stakeholders who are members of the NRA 

Indonesia's Inter-Agency Working Group in 2021. 

CHAPTER I 

INDONESIAN 
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CHAPTER I 

INTRODUCTION 

1.1 Background 

Based on Global Terrorism Index 2019, Indonesia ranks 35th out of 138 

countries around the world with a value of 5.07 which means that the consequence of 

terrorism attacks that occurred in Indonesia is at a medium level1. The assessment 

was conducted from several factors such as the number of deaths due to terrorist 

attacks, the trend of terrorist attacks since 2002, terrorist groups in various countries, 

and the consequences of these terrorist attacks. In the 2018-2019 period, there has 

been an increase in the number of acts of terrorism in Indonesia, such as the church 

bombing in Surabaya, Sibolga bombing, and terrorist attacks targeting Law 

Enforcement Agencies such as what happened at the Mobile Brigade Headquarters 

Kelapa Dua, Riau Police Headquarters, Surabaya Big City Resort Police Headquarters, 

Medan Big City Resort Police Headquarters, and Kartasura Police Post. 

 One of the main Factor that support terrorists to conduct their actions is the 

existence of financial support or sustainable funding. The funds obtained are then used for 

various operational preparations before conducting the action, when conducting the action, 

and financing compensation for terrorist members and their families, especially for those 

whose families died after committing acts of terror. In addition, the funds obtained are also 

used to promote ideology, fund travel and lodging, train new recruits, falsify documents, 

purchase, or assemble weapons and ammunition, as well as explosives or bombs. 

 
1 Global Terrorism Index 2019: Measuring the Impact of Terrorism, published by Institute for 
Economics & Peace, Sydney. 
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Along with the times and technology, the methods of financing terrorism is also 

changing, from initially only using conventional methods such as fundraising in cash, 

to now using virtual payment instruments that can be used by all internet users 

around the world; as well as from initially using illegal methods that are underground, 

to currently using legal institutions. The perpetrators of terrorism are always trying to 

find alternative loopholes if the main methods used has been successfully uncovered 

by law enforcement officials. In addition, the spread of terror acts supported by cross-

border funding means that its eradication requires international cooperation. 

In response to this, the Government and the people of Indonesia are committed 

to always play an active role in every effort to prevent and eradicate criminal acts of 

terrorism, both national and transnational. One of them is through efforts to break the 

chain of terrorism financing through a follow the money approach with INTRAC acting 

as a focal point in preventing and eradicating Money Laundering (ML) and Terrorism 

Financing (TF) in Indonesia through its role as a financial intelligence agency. Efforts 

to prevent and eradicate TF also involve various relevant stakeholders such as 

Ministries/Institutions (K/L), Law Enforcement Agencies, Supervisory and Regulatory 

Bodies (SRB) as Regulators and Financial Service Providers as Reporting Parties (PP) 

due to the linkages that exist in each task and function. 

In addition, in line with the development of the current global threat in which 

there has been an increasing trend of acts of terrorism using weapons of mass 

destruction or Weapons of Mass Destruction (WMD) based on chemical, biological, 

radiological, nuclear, and explosive materials, every country in the world as stated in 

UN Security Council Resolution (DK) 1540, it is mandatory to establish and implement 

national regulations to prevent non-state perpetrator from obtaining weapons of mass 

destruction. In this regard, FATF Recommendation 7 (targeted financial sanctions 

related to proliferation) encourages countries in the world to take immediate action to 

freeze funds or assets owned or controlled by individuals or corporations whose 

identities are listed on the list of Financing of Proliferation of Weapons of Mass 

Destruction (PFWMD). 
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 In responding to various threats related to money laundering and money 

laundering offenses, INTRAC has issued a National Risk Assessment on Money 

Laundering and Terrorism Financing (NRA on ML/TF) document which includes the 

process of identifying, analyzing, and evaluating the risks of money laundering and 

money laundering which is the basis for determining policies for prevention and 

eradication of money laundering and money laundering in Indonesia. The preparation 

of this NRA is in line with FATF Recommendation 1 (Assessing risk and applying a risk-

based approach) which requires each country to identify, assess, and understand the 

risks to money laundering and money laundering offenses, and PPSPM; and act, 

including determining the authority and mechanism to coordinate action to assess the 

risk in question. With an assessment and understanding of the risks of ML, TF, and 

PPSPM, the Government of Indonesia can allocate resources for strategies to mitigate 

the risks of ML, TF, and PPSPM effectively. The previous NRA ML and TPPT were 

issued in 2015 and 2019 where the updated documents in 2019 targeted the high risks 

identified in 2015. This year, the 2015 & 2019 NRA will be renewed, which on this 

occasion will be assessed ML and TF risks as year 2020-2021, as well as for the first 

time a comprehensive PFWMD risk assessment. 

 
1 .2 Purposes 

In general, the objectives of the preparation of the NRA for TF and PFWMD are 

as follows: 

1. Identify, analyze, and evaluate various domestic risks related to TF, which 

include typology, area, profile of perpetrators, and products of the Reporting 

Party, both those that have occurred and those that are potential; 

2. Identify, analyze, evaluate various international risks, both inward and outward 

based on the country of origin, both those that have occurred and those that 

are potential related to TF in Indonesia; 

3. Identify and analyze potential threats both domestically and internationally 

related to TF and PFWMD in Indonesia; and 

4. Formulate recommendations for strategies and policies related to TF and 

PFWMD risk mitigation in Indonesia, both existing, potential, and emerging 

ones. 
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1.3 Output 

Furthermore, the NRA compiled can be a reference for meeting national needs 

related to efforts to prevent and eradicate TF and PFWMD such as: 

1. Formulation of the National Strategy for the Prevention and Eradication of ML 

and TF (STRANAS) which is a guideline for stakeholders to formulate policies 

and priority actions related to AML-CFT; 

2. Preparation of Sectoral Risk Assessment (SRA) used by Institutions/Law 

Enforcement Officials (APH) as a reference for conducting Risk-Based 

Investigation (RBI) and strategies for handling ML, TF, and PFWMD cases; 

3. Preparation of Sectoral Risk Assessment used by the Supervisory and 

Regulatory Bodies (SRB) as a reference in implementing Risk-Based Supervision 

(RBS); and 

4. Preparation of the Risk-Based Approach (RBA) for the Reporting Party (PP) as a 

reference in the preparation and implementation of the AML-CFT program. 

1.4 Document Structure 

The document of NRA on TF/PF 2021 is divided into several chapters, which are 

as follows: 

CHAPTER I Introduction 

This chapter consists of background, objectives, outputs and writing structure. 

 
CHAPTER II Methodology 

This chapter describes the methodology consisting of research methods, 

scope, and stages of risk assessment, risk-forming factors, and data collection 

techniques. 

CHAPTER III Legal Framework for the Prevention and Eradication of Terrorism 

Financing and Financing of Proliferation of Weapons of Mass Destruction in 

Indonesia. 

This chapter provides an overview of the legal framework in Indonesia, 

which includes the regulatory and regulatory framework related to AML-CFT and 

prevention of PFWMD. 
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CHAPTER IV Indonesia Risk Assessment on Terrorism Financing and Financing of 

Proliferation of Weapons of Mass Destruction Year 2021 

 This section contains a core review related to the mode of financing 

terrorism, domestic risks, international risks, emerging threats, TF cases in 

Indonesia, PFWMD hitmaps, as well as TF and PFWMD risks during COVID-19 

pandemic. 

 
CHAPTER V Conclusions of Terrorism Financing and PFWMD Risks 

This chapter is a closing which contains conclusions and recommendations 

on Indonesia's national risk assessment of TF and PFWMD. 



 

 

8 Penilaian Risiko Indonesia Terhadap Tindak Pidana Pendanaan Terorisme 
dan Pendanaan Proliferasi Senjata Pemusnah Massal Tahun 2021 

 

 
 

 

 
 

 
 
 

 
 

 
 

 

 

 
 

 
 
 
 
 
 
 
 

International best practices are the main reference for 2021 

Holistic Update of the National Risk Assessment of TF and PFWMD. 

Not only involving domestic stakeholders, namely Regulators, 

Reporting Parties and Associations, Supervisory and Regulatory 

Bodies, Law Enforcement Agencies, Academics, Experts; but also 

partner Financial Intelligence Institutions (FIUs) abroad in the 

context of preparing the Assessment. 

CHAPTER II 

RESEARCH 
M E T H O D O L O G Y 
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CHAPTER I I 

RESEARCH 
METHODOLOGY 

 

 
2.1 Research Methodology 

The preparation of the NRA for TF and PFWMD is based on a combination of 

three frameworks that have been used in the preparation of the previous NRA, 

namely: FATF Guidance, IMF Formulation, and NRA World Bank Framework. Analytical 

method used is the Mixed Method Sequential Explanatory Analysis which elaborates 

quantitative and qualitative approaches. Quantitative approach is conducted through 

the use of statistical data, register data, questionnaires, and expert views. Meanwhile, 

qualitative approach is conducted through a series of literature review processes, in-

depth interviews, case studies, and Focus Group Discussions (FGD). 

2 .2  Scope and Stages of Risk Assessment 

In conducting a risk assessment, there are three stages conducted as described 

above, namely as follows: 

1. Identification 

After determining the objectives and scope of the risk assessment, the first step 

is to identify risks based on the concepts of threats, vulnerabilities, and 

consequences. To have a solid foundation before entering the next stage, the 

identification process must be conducted by compiling a list of the real threats 

and the most important potential threats, and existing vulnerabilities based on 

reports related to certain sectors or mechanisms that are prone to being used in 

support of TF. In this first stage, the process of mapping the types of real or 

potential risks (perceptions) both in terms of prevention and eradication is 

conducted for reporting parties, regulators, and Law Enforcement Agencies. The 

following is an overview of the risk assessment formulation used in the TF: 
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2. Analysis 

The analysis process is the core of the ML/TF risk assessment activities. This 

section aims to analyze the identified risks to understand the causes, sources, 

possibilities, and consequences related to TF. This stage contains the weighting 

process for each identified risk. This NRA quantifies each variable by 

transforming the scale of threats, vulnerabilities, and consequences into a scale 

of 3-9. In this scale, the data with the smallest value automatically becomes a 

scale of three, while the data with the largest value automatically becomes a 

scale of nine. Data with a value between both becomes a scale between three 

up to nine depending on the size of the data value. This quantitative 

transformation is conducted using the following simple method: 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 2 Quantitative Transformation 
Source: NRA Indonesia 2015 

Figure 1 Risk Level Formulation 

Source: Indonesian Risk Assesment to TF 2015  
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For each Point of Concern (PoC), each risk-forming factor from the identification 

process is summed and then averaged. The smallest scale is three and the 

largest scale is nine, both for the threat, vulnerability, and consequence 

variables. In accordance with the risk assessment formula, after obtaining the 

value of the quantity of threats and vulnerabilities, the two are then added 

together to obtain the likelihood value (IMF, 2011). The trend value of each PoC 

is then averaged and converted again into a scale of 3-9. 

In accordance with the risk formula, after obtaining the trend value, it is then 

multiplied by the consequence scale to obtain the risk value. Since the trend and 

consequence scales are each worth 3-9, the smallest risk value is 9 (3x3) and 

the largest is 81 (9x9). To get a consistent scale of 3-9, the risk value obtained 

is then converted by calculating the square root of each risk value. The risk 

value of each PoC is then divided into three levels, as follows: 

 
Table 1 Formulation of Risk Level 

Source: NRA Indonesia 2015 
 

RISK VALUE RANGE RISK LEVEL 

3 ≤ x ≤ 5 Low 

5 ≤ x ≤ 7 Medium 

x > 7 High 

 
The following is an alternative explanation regarding the level of threats, 

vulnerabilities, and consequences above: 

1. High: there are significant numbers and values involved in suspicious 

transactions and factually and potentially identified cases 

2. Medium: there are moderate amounts and values in suspicious transactions 

and factually and potential identified cases 

3. Low: there is a limited number and value in factual and potential identified 

suspicious transactions and cases 
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3. Evaluation 

This last process is taking the results of the findings during the analysis process to 

be able to determine the priorities that need to be done to deal with risks, 

considering the objectives set at the beginning of the assessment process. These 

priorities can further contribute to developing strategies for mitigation measures. 

This stage contains an assessment process for each weight generated at the analysis 

stage, whether the existing risks are high, medium, or low, as well as determining 

attitudes towards the risks found, as described in the following matrix: 

 
Figure 3 Example of a Risk Evaluation Matrix 

Source: FATF Guidance -National Money Laundering and Terrorist Financing Risk Assessment 2013 

 

 
Figure 4 Overview of the ML/TF Risk Assessment Process 

Source: FATF Guidance - National Money Laundering and Terrorist Financing Risk Assessment 2013 
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2.3 Risk Forming Factors 

Based on the 2013 National Money Laundering and Terrorist Financing Risk 

Assessment FATF Guidance, to conduct a ML/TF risk assessment at the national level, an 

approach based on the following concepts is used: 

1. Risk: consists of three factors, namely threats, vulnerabilities, and consequences. 

Risk assessment is a product or process that is based on a methodology, approved 

by the stakeholders involved in its preparation, and aims to identify, analyze, and 

understand the risks of ML/TF so that it can be useful as a first step to overcome 

them. 

2. Threats: interpreted as individuals or groups or groups of people, objects, or 

activities that have the potential to cause harm, for example the state, society, 

economy, and others. In the context of TF, threats can be posed by perpetrators, 

terrorist groups and their facilitators, funding, and TF activities both now and in the 

future. 

3. Vulnerabilities: interpreted as anything that can be exploited by existing threats or 

that can support and facilitate activities that lead to ML. In the context of TF, 

vulnerability focuses on factors that indicate weakness of the AML-CFT system or 

certain controls in a country. 

4. Consequence: means the consequence or danger arising from TF, and includes the 

consequences of initial criminal acts and terrorist activities on financial system and 

institutions, economy, and society in general. 

 

To determine the key risks, a series of assessments are conducted by 

conducting a process of identification, analysis, and evaluation by considering several 

aspects, namely: threats, vulnerabilities, and consequences. Furthermore, discussion 

of the key risks of TF will be conducted based on the division of two clusters, namely 

domestic and international. In the domestic cluster, the following PoCs will be 

discussed: (1) Terrorism Financing Typology, (2) Terrorism Financing Areas, (3) 

Terrorism Financing Perpetrator Profile, and (4) Reporting Party Products. Meanwhile 

in the international cluster, inward and outward TF risks will be discussed. In addition, 

the main risk analysis section of TF also discusses emerging threats which are 

interpreted as new threats that are considered to have the potential to occur in the 
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future, or threats that have been recognized but whose consequence has not been 

seen widely. 

 After assessment process is conducted which includes the calculation and weighting 

process, the final result will be in the form of risk, which in this NRA TF the determination 

of the weight for the risk level is: 

 
Table 2 List of Risk Assessment Levels 

 

RISK LEVEL WEIGHT 
VALUE 

RISK LEVEL MEANING 

Low Risk Rating 3 – 5 Existing risks are acceptable but need to be 
reviewed periodically 

Medium Risk Rating >5 – 7 
The existing risk is moderate, but efforts 
need to be made to manage it (because if 
not, the risk has the potential to lead to a 
higher one) 

High Risk Rating >7 – 9 
Existing risks need to be treated as soon as 
possible 

 
As for PFWMD, the process of identification, analysis and evaluation will consider 

aspects of threats and vulnerabilities as well as risk mitigation that has been 

conducted. Because until now there have been no real cases of PFWMD in Indonesia, 

it is not possible to measure the real consequence of PFWMD. 

 

2.4 Data Collection Techniques 

The preparation of TF NRA went through several stages of collecting data and 

information collected from stakeholders related to TF, even though it was conducted 

during COVID-19 pandemic, where almost the entire data collection process was 

carried out online. Meanwhile, in carrying out the NRA TF and PFWMD risk assessment 

process, the stakeholders involved by INTRAC NRA Team are actively involved, 

including Law Enforcement Agencies, Supervisory and Regulatory Bodies, and 

Reporting Parties. Thus, in general, the stages of the process to be able to conduct a 

risk assessment of TF and PFWMD are as follows: 
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1. Data Collection Stage 

In this process, the INTRAC Team sent documents to fill out a money laundering 

and terrorism financing questionnaire to PP, SRB, and LPH to assess the extent to 

which the identification, detection, and prevention processes have been carried out, 

mainly based on the DTTOT which has been the reference for identifying terrorism 

financing. 

This survey instrument adopts the instrument that has been developed by FATF. 

To make it easier for respondents to understand, the survey instrument has been 

translated and adapted to the context in Indonesia. Furthermore, the survey 

population is stakeholders from TF, such as PP, SRB, LPH, Association Institutions, and 

other stakeholders who are considered to have an adequate understanding of the 

current development of threats, vulnerabilities and consequences of TF in Indonesia. 

So that the respondents were determined purposively non-probabilistically based on 

their suitability with the criteria and their adequate understanding of TF in Indonesia. 

The survey conducted involved approximately 600 respondents for the purpose of 

analyzing the risks of money laundering and money laundering offenses. This data 

collection process was conducted from August to November 2020. There are three 

main types of questionnaires directed to the four main stakeholders in the AML-CFT 

regime in Indonesia. The three main questionnaires were for PP, SRA, and LPH. In 

general, of the total ML, TF and PFWMD respondents, the response rate reached 

around 87 percent. Meanwhile, for TF and PFWMD respondents it reached 100%. The 

response rate of the various respondents based on the category of sector and 

institution of origin can be seen in the following graph. 
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Figure 5 Response Rate of Reporting Party Questionnaire Filling 

Source: FGD on APH TPPT Vulnerability, INTRAC 2020 

 

 

 

 

 
 

Figure 6 Response Rate of APH and K/L Questionnaire Filling 

Source: FGD on APH TPPT Vulnerability, INTRAC 2020
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Figure 7 Response Rate of Supervisory and Regulatory Bodies Questionnaire Filling  

Source: FGD on APH TPPT Vulnerability, INTRAC 2020 

 

 
2. Discussion Stage 

The process of discussion and discussion between INTRAC separately with each 

Reporting Party, Supervisory and Regulatory Bodies, and APH related to the 

implementation of NRA TPPT/PPSPM and explanations regarding technical matters and 

substance related to filling out the assessment document. In this process also presented 

the results of data collection questionnaires that have been filled out by stakeholders for 

later confirmation and confirmation of the data. 

In the data collection technique, the preparation of the NRA combines quantitative 

and qualitative approaches. In terms of the quantitative approach, there are two sources 

of data that become the reference. 

1. Statistical data: Reporting Statistics, Information Exchange, Case Handling, Court 

Decisions, Asset Recovery 

2. Questionnaire: Statistics and Perceptions of APH, SRA, Reporting Parties, Foreign 

FIUs. 

3. Focus Group Discussion (FGD) stage 

The discussion process was held to obtain in-depth information through in-

depth interviews from stakeholders involved in handling TF. To assist in filling out the 

questionnaire, the NRA drafting team carried out A series of FGDs were held 

sequentially starting from: Threat Analysis FGD, Vulnerability Analysis FGD, 

BI FSA INTRAC Ministry of 
Cooperatives and 

Small and 
Medium 

Enterprises 

DJKN PPPK CoFTRA Directorate 
General of 

Customs and 
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Consequence and Risk Analysis FGD, and Mitigation and Priority Action FGD involving 

SRB and APH. 

Meanwhile, qualitative data comes from: 

1. Focus group discussion: Analysis of Threats, Vulnerabilities, Consequences, 

Risks, Risk Mitigation and Priority Actions 

2. PESTEL analysis :  Political, Economic, Social, Technology, Environmental, 

Legislative (Political, Economic, Social, Technological, Environmental, and 

Legislation including legal aspects). 
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OF THE PREVENTION AND 

ERADICATION OF TERRORISM 

FINANCING AND FINANCING OF 

PROLIFERATION OF WEAPONS OF 

MASS DESTRUCTION IN INDONESIA 

 

The Government of Indonesia continues to show progress and 

progressive steps in its commitment to prevent TF and PFWMD, as 

well as its success in efforts to control TF and PFWMD risks. 

Indonesia's success in mitigating the risks of TF and PFWMD cannot 

be separated from the effective cooperation between Domestic and 

International Institutions. 

CHAPTER III 

LEGAL FRAMEWORK 
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CHAPTER I I I 
LEGAL FRAMEWORK FOR 
PREVENTION AND ERADICATION 
OF TERRORISM FINANCING AND 
FINANCING OF PROLIFERATION 
OF WEAPONS OF MASS 
DESTRUCTION (PFWMD) IN 
INDONESIA 

3.1 Legal Framework for the Prevention and Eradication of Terrorism Financing and 

PFWMD 

In accordance with the commitment of the Government and all Indonesian 

people to play an active role and participate in every effort to prevent and 

eradicate all forms of criminal acts, especially TF at the national, regional and 

transnational levels, Indonesia has ratified various international conventions and 

agreements related to TF such as the ratification of the Convention International 

for Combating Terrorism Financing (1999) through Law no. 6 year 2006 and the 

ratification of UN Security Council Resolution 1373 (2001) which asks each 

country to take steps to prevent and eradicate acts of terrorism financing 

through Law Number 9 of 2013 on the Prevention and Eradication of Terrorism 

Financing Crimes; and Law Number 16 of 2017 on Community Organizations and 

Presidential Regulation Number 18 of 2017 on Procedures for Accepting and 

Giving Donations by Community Organizations in the Prevention of Terrorism 

Financing Crimes. Indonesia also supports prevention efforts, including by 

implementing UN Security Council Resolutions 1267 (1999), 1988 (2011) and 

2253 (2015) which are in line with Indonesian national laws related to 

countering terrorism financing. On this basis, Indonesia already has a DTTOT 

based on the Al-Qaeda Sanctions List and the Taliban List for the asset freezing 

process. 
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Meanwhile, regarding PFWMD, Indonesia is committed not to develop or 

possess nuclear weapons and mass destruction, by becoming a state party to 

international instruments concerning the control and elimination of nuclear 

weapons and mass destruction, namely Partial Nuclear-Test-Ban Treaty (PTBT), 

Treaty on the Non-Proliferation of Nuclear Weapons (NPT), International Atomic 

Energy Agency (IAEA), Convention on the Prohibition of the Development, 

Production and Stockpiling of Bacteriological (Biological) and Toxin Weapons and 

on Their Destruction (BWC), Convention on the Prohibition of the Development, 

Production, Stockpiling and Use of Chemical Weapons and on Their Destruction 

(CWC), and at the regional level has been one of the pioneers of the Southeast 

Asia Nuclear-Weapon-Free Zone (SEANWFZ) Treaty. Currently, Indonesia is also 

in the process of ratifying the Treaty on the Prohibition of nuclear weapons 

(TPNW). In addition, there is also a Joint Regulation Number 5 of 2017 on the 

Inclusion of the Identity of Persons and Corporations in the Funding List for 

Proliferation of Weapons of Mass Destruction and the Immediate Blocking of 

Funds Owned by Persons or Corporations Listed in the List of Financing of 

Proliferation of Weapons of Mass Destruction  which is a joint regulation 

between Nuclear Energy Regulatory Agency, MOFA, Indonesian National Police, 

and INTRAC which regulate the inclusion, blocking, deletion of the identities of 

individuals and corporations related to the list of Financing of Proliferation of 

Weapons of Mass Destruction, as well as the provisions of Article 93 of the ML 

Law which is one of the main regulations for preventing PFWMD.  

 TF and PFWMD are cross-border crimes that require effective cooperation 

at the bilateral, regional, and international levels. In the context of law 

enforcement against these transnational crimes, Indonesia since 2006 has had 

Law Number 1 of 2006 on Mutual Legal Assistance in Criminal Matter which 

regulates in detail the request for mutual assistance in criminal matters from the 

Government of the Republic of Indonesia to the requested party and from the 

requesting Party to the Government of the Republic of Indonesia. TF is regulated 

in Law Number nine of 2013 on the Prevention and Eradication of Terrorism 

Financing Crimes. 
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3.2 Supervision and Regulation of CFT and PFWMD in Indonesia 

3.2.1 CFT and PFWMD Monitoring and Regulatory Landscape 

ML-TF regime in Indonesia is a series of arrangements and processes 

for the prevention and eradication of criminal acts of money laundering and 

terrorism financing (ML and TF) and PFWMD, involving all relevant stakeholders 

including the community. 

In the Indonesian CFT and PFWMD regimes, there are several SRBs, 

namely: 

1. Financial Services Authority (FSA) acts as the SRB for the banking sector, 

capital market, and non-bank financial industry (IKNB); 

2. Bank Indonesia (BI) acts as SRB of Non-Bank Funds Transfer Operators, 

Non-Bank Funds Transfer Operators (PTD BB), Non-Bank Card Payment 

Instruments (APMK), and Non-Bank Electronic Money and Electronic 

Wallets (EU and DE). BI also plays the role of approving the carrying of 

Foreign Banknotes (UKA) with a value of at least Rp1,000,000,000.00 (one 

billion rupiah) into and out of the Indonesian customs area; 

3. The Ministry of Cooperatives and Small and Medium Enterprises (Kemenkop 

UKM) as the Supervisory and Regulatory Bodies for the Savings and Loans 

Cooperatives; 

4. Commodity Futures Trading Supervisory Agency (CoFTRA) as Supervisory 

and Regulatory Bodies for Physical Traders of Crypto Assets; 

5. Ministry of Law and Human Rights (Kemenkumham) as Supervisory and 

Regulatory Bodies for Notary; Immigration Traffic; and the MLA Central 

Authority; 

6. Ministry of Finance (Kemenkeu) as Supervisory and Regulatory Bodies for 

Accountants and Public Accountants and Auction Centers; 

7. INTRAC as Supervisory and Regulatory Bodies for Goods and Services 

Providers, Financial Planners and Advocates; 

8. Ministry of Home Affairs, Ministry of Foreign Affairs, Ministry of Law and 

Human Rights, Ministry of Social Affairs, and Ministry of Religion as 

Supervisors of Community Organizations/Ormas; and 

9. Directorate General of Customs and Excise (DJBC) of the Ministry of 

Finance as Supervisor of Cross-Border Cash Carrying. 
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In addition, there are several Ministries/Institutions (K/L) that play a role in 

countering terrorism financing and/or PPSPM and are also part of CFT and PFWMD 

stakeholders, namely: 

1. National Counter-Terrorism Agency (BNPT). 

2. State Intelligence Agency (BIN). 

3. Ministry of Foreign Affairs (Kemenlu). 

4. The Ministry of Communication and Information Technology (Kemenkominfo) 

as the supervisor of terrorism and radicalism content on the internet. 

5. Nuclear Energy Supervisory Agency (BAPETEN). 

6. Ministry of Home Affairs, Ministry of Foreign Affairs, Ministry of Law and 

Human Rights, Ministry of Social Affairs, and Ministry of Religion as 

Supervisors of Community Organizations/Ormas; and 

7. Directorate General of Customs and Excise (DJBC) of the Ministry of Finance 

as the Supervisor of Cross-Border Cash Courier. 

 
3.2.2 Regulations and Policies 

The following are some of the regulations and policies that have been 

issued regarding CFT and PFWMD: 

1. FSA Regulation Number 12/POJK.01/2017 on Implementation of the AML-

CFT Program in the Financial Services Sector as amended by POJK Number 

23/POJK.01/2019 and SEOJK Number 38/SEOJK.01/2017 on Guidelines for 

Participatory Blocking Immediately upon Customer Funds in the Financial 

Services Sector whose identities are listed in the List of Suspected 

Terrorists and Terrorist Organizations, as amended by SEOJK Number 29/ 

SEOJK.01/2019; 

2. FSA Circular Letter Number 32/SEOJK.03/2017 on Implementation of the 

AML-CFT Program in the Banking Sector; 

3. FSA Circular Letter Number 47/SEOJK.04/2017 on Implementation of the 

AML-CFT Program in the Capital Markets Sector; 

4. FSA Circular Letter Number 37/ SEOJK.05/2017 on Implementation of AML 

and CFT Programs in the Non-Bank Financial Industry Sector (IKNB); 

5. FSA Circular Letter Number 38/SEOJK.01/2017 on Guidelines for the 

Immediate Blocking of Customer Funds in the Financial Services Sector 

whose identities are listed in the DTTOT; 
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6. Financial Services Authority Circular Letter Number 29/SEOJK.01/2019 on 

Amendments to Financial Services Authority Circular Letter Number 31/ 

SEOJK.01/2019 on Guidelines for the Immediate Blocking of Customer 

Funds in the Financial Services Sector; 

7. Bank Indonesia Regulation Number 18/9/PBI/2016 on Regulation and 

Supervision of Payment System and Rupiah Money Management; 

8. Bank Indonesia Regulation Number 19/10/PBI/2017 on Application of Anti-

Money Laundering and Prevention of Terrorism Financing for Non-Bank 

Payment System Service Providers and Non-Bank Fund Transfer Operators; 

9. Guidelines for Implementing Immediate Blocking of Funds Owned by 

Individuals or Corporations whose identities are listed in the List of 

Suspected Terrorists and Terrorist Organizations for Payment System 

Service Providers Other Than Banks and Non-Bank KUPVA Operators Under 

the Supervision and Regulation of Bank Indonesia; 

10. Guidelines for Implementing Immediate Blocking of Funds Owned by 

Individuals or Corporations whose identities are listed in the Funding List 

for Proliferation of Weapons of Mass Destruction for Payment System 

Service Providers Other Than Banks and Non-Bank KUPVA Operators Under 

the Supervision and Regulation of Bank Indonesia; 

11. Guidelines for the Principles of Knowing Service Users or Customer Due 

Diligence (CDD) for Non-Bank Payment System Service Providers and Non-

Bank KUPVA Operators under the supervision and regulation of Bank 

Indonesia; 

12. Guidelines for the Implementation of Risk-Based AML-CFT for Non-Bank 

Money Transfer Business Activities (PTD BB) and Non-Bank Fund Transfer 

Operators; 

13. Guidelines for the Implementation of Risk-Based AML-CFT for Electronic 

Money Operators, Electronic Wallets, and Card-Based Payment 

Instruments; 

14. FSA Regulation Number 23/POJK.01/2019 on Amendments to Financial 

Services Authority Regulation Number 12/POJK.01/2017 on Implementation 

of Anti-Money Laundering and Prevention of Terrorism Financing Programs 

in the Financial Services Sector and SEOJK Number 29/SEOJK.01/ 2019 on 

Amendments to SEOJK Number 31/SEOJK.01/2019 on Guidelines for the 

Immediate Blocking of Customer Funds in the Financial Services Sector 
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whose identities are listed in the List of Suspected Terrorists and Terrorist 

Organizations; 

15. FSA Regulation Number 12/POJK.03/2019 on Commercial Bank Reporting 

Through Financial Services Authority Reporting System; 

16. Regulation of the National Counter-Terrorism Agency Number 1 of 2020 on 

the Strategic Plan of the National Counter-Terrorism Agency for 2020-2024; 

17. INTRAC Regulation Number 07 of 2019 on Procedures for Handling Reports 

and/or Information from the Community; 

18. Financial Services Authority Circular Letter Number 31/SEOJK.01/2019 on 

Guidelines for the Immediate Blocking of Customer Funds in the Financial 

Services Sector whose identities are listed in the Funding List for 

Proliferation of Weapons of Mass Destruction; 

19. Circular Letter of the Head of INTRAC Number 02 of 2019 on Guidelines for 

the Implementation of the Principles of Recognizing Service Users and 

Submission of Suspicious Financial Transaction Reports for the Profession; 

20. Circular Letter of the Head of INTRAC Number 5 of 2016 on Guidelines for 

Implementing the Immediate Blocking of Funds Owned by Persons or 

Corporations whose identities are listed in the DTTOT; 

21. Regulation of the Head of CoFTRA Number 4 of 2017 on Guidelines for 

Implementing Immediate Blocking by Futures Brokers on Funds Owned and 

Controlled by Persons or Corporations whose identities are listed in the List 

of Suspected Terrorists and Terrorist Organizations; 

22. Regulation of the Head of CoFTRA Number 10 year 2017 concerning 

Guidelines for Implementing Immediate Blocking by Futures Brokers on 

Funds Owned and Controlled by Individuals or Corporations whose 

identities are listed in the Funding List for Proliferation of Weapons of Mass 

Destruction; 

23. Joint Regulation of the Minister of Foreign Affairs of the Republic of 

Indonesia, Chief of Indonesian National Police, Head of Center for Financial 

Transaction Reports and Analysis, and Head of Nuclear Energy Supervisory 

Agency Number 4 of 2017, Number 5 of 2017, Number 9 of 2017, and 

Number 5 of 2017 on the Inclusion of the Identity of Persons or 

Corporations in the List of Financing of Proliferation of Weapons of Mass 

Destruction, and the Immediate Blocking of Funds belonging to Persons or 

Corporations Listed in the Funding List for Proliferation of Weapons of Mass 

Destruction; 
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24. Regulation of the Head of INTRAC Number 2 of 2017 on Guidelines for 

Implementing the Immediate Blocking of Funds belonging to Individuals or 

Corporations whose identities are listed in the List of Financing of 

Proliferation of Weapons of Mass Destruction. 

3.2.3 Achievements and Successes 

In general, policies related to TF and PFWMD mitigation efforts 

conducted by K/L and SRB in the 2019-2020 period are as follows: 

 
Table 3 Policies related to Risk Mitigation Efforts of Ministries/Agencies 

 

MINISTRY / 

INSTUTION 
FORM 

OJK 
1. Issued POJK Number 23/POJK.01/2019 concerning Amendments to FSA Regulation 

Number 12/POJK.01/2017 concerning Implementation of AML-CFT Program in 

Financial Sector. 

2. Actively conducted various socialization of compliance monitoring of the 

implementation of AML-CFT in the PJK Sector. 

3. Currently preparing technical instructions on the application of the ML-TF program 

in fintech p2p lending, one of which is by conducting due diligence using 

biometrics. Fintech p2p lending is then asked to identify risks both sectorally and 

nationally. 

BI 
 

1. Coordinated intensively with domestic authorities as well as the authorities or 

central banks of other countries related to AML-CFT. 

2. Has issued a Bank Indonesia Regulation (PBI) concerning Implementation of AML-

CFT for payment system service providers other than Banks and Non-Bank KUPVA 

in accordance with FATF 40 Recommendations. 

3. Has implemented risk-based supervision (Risk Based Approach). Furthermore, it has 

issued guidelines for the implementation of risk-based AML-CFT for the organizers 

as well as guidelines for the supervision of risk-based AML-CFT for Bank Indonesia. 

4. Has issued Internal Governor's board member regulations (PADG) related to ML-TF 

supervision for operators under the supervision and regulation of Bank Indonesia. 

5. Carried out regular capacity building for Bank Indonesia supervisors throughout 

Indonesia and PJSPs other than Banks and non-bank KUPVA through coordination 

meetings, workshops and coaching clinics. In addition, regularly standardize SP-PUR 

(Payment System and Rupiah Money Management) competencies through 

training/certification for operators under the regulation and supervision of Bank 

Indonesia. 

6. Controlling unlicensed KUPVA BB and illegal PTD BB in coordination with Indonesian 

National Police. 
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MINISTRY / 
INSTUTION 

FORM 

Ministry of Law and 
Human Rights 

1. Issued the Regulation of Minister of Law and Human Rights (Permenkumham) 

Number 15 of 2019 on Procedures for Implementing the Implementation of the 

Principle of Recognizing the Beneficial Owner of a Corporation. 

2. Issued the Regulation of Minister of Law and Human Rights (Permenkumham) 

Number 21 of 2019 on Procedures for Supervision of the Application of the Principle 

of Recognizing the Beneficial Owner of a Corporation. 

3. Conducted regular supervision of business sectors registered with Ministry of Law 

and Human Rights. 

4. Tightened supervision of entry and exit of foreigners and Indonesian citizens 

through border areas by providing immigration services at all National Border Posts 

(PLBN) and building seven new PLBNs bordering Malaysia, Papua New Guinea, and 

Timor Leste. 

5. Conducted monitoring terrorism convicts and their funding by placing them 

in special prisons (maximum security). 

Ministry of 
Cooperatives and 
SMEs 

Issued the Regulation of Minister of Cooperatives and SMEs Number 2 of 2019 on 

Online Single Submission for Micro and Small Enterprises. 

Ministry of Foreign 
Affairs 

1. Improved the quality of protection for Indonesian citizens abroad, including in 

the context of preventing and overcoming criminal acts of terrorism. 

2. Government (in this case represented by Ministry of Foreign Affairs) enhances 

and optimizes international cooperation in countering terrorism with various 

organizations under the UN framework such as the UN Counter Terrorism 

Implementation Task Force (CTITF), Terrorism Prevention Branch-UNODC, and 

the UN Counter-Terrorism Executive Directorate (UNCTED) and various countries 

in the regional and international regions. 

3. Indonesia (in this case represented by the Ministry of Foreign Affairs) initiated 

UNSC Resolution 2560 regarding efforts to improve the working methods of the 

UNSC sanctions committee related to counterterrorism. 

4. The Indonesian government (in this case coordinated by the Ministry of Foreign 

Affairs) facilitated high-level visits by UNCTED and Monitoring Team 1267 to 

Indonesia and strengthened cooperation with the UN Security Council Sanctions 

Committee. 

5. The contribution of the Government of Indonesia (in this case through the 

Ministry of Foreign Affairs) in international organizations related to ML and TF. 

6. During the leadership of a non-permanent member of the UN Security Council, 

Indonesia, represented by the Ministry of Foreign Affairs, has increased 

cooperation between countries and the UN Security Council to combat terrorism, 

extremism and radicalism by addressing the root sources of terrorism, radicalism 

and violent extremism, for example as co-chair Working Group “Countering 

Violent Extremism” in the Global Counter Terrorism Forum (GCTF). 

Ministry of 
Communication and 
Information 

Blocked content on social media and sites related to acts of terrorism, radicalism, 

and extremism in the digital space. 
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MINISTRY / 
INSTUTION 

FORM 

COFTRA 

 

1. Issued: 

a. Regulation of Commodity Futures Trading Supervisory Agency (CoFTRA) Number 

6 of 2019 on Implementation of the AML-CFT Program related to the 

Implementation of the Commodity Physical Market on the Futures Exchange. 

b. CoFTRA Regulation Number 5 of 2019 on Technical Provisions for the 

Implementation of the Physical Market for Crypto Assets on the Futures 

Exchange. 

c. CoFTRA Regulation Number 9 of 2019 on Amendments to CoFTRA Regulation 

Number 5 of 2019 on Technical Provisions for the Implementation of the 

Physical Market for Crypto Assets on the Futures Exchange. 

d. CoFTRA Regulation Number 2 of 2020 on the Second Amendment to CoFTRA 

Regulation Number 5 of 2019 on Technical Provisions for the Implementation of 

the Physical Market for Crypto Assets on the Futures Exchange. 

e. CoFTRA Regulation Number 3 of 2020 on the Third Amendment to CoFTRA 

Regulation Number 5 of 2019 on Technical Provisions for the Implementation of 

the Physical Market of Crypto Assets on the Futures Exchange. 

f. CoFTRA Regulation Number 8 of 2019 on Amendments to CoFTRA Regulation 

Number 4 of 2018 on Technical Provisions for Futures Broker Behavior. 

2. Increased supervision and guidance on business perpetrator in the Commodity Futures 

Trading sector. 

National Counter 
Terrorism Agency 
(BNPT) 

1. Initiated the formation of Presidential Regulation Number 7 of 2021 on the 

National Action Plan for Combating Violent Extremism that Leads to Terrorism. 

2. Conducted counter-radicalization (through social media technology in spreading 

'positive radical' ideas), national preparedness, deradicalization, crisis 

management, coordination of law enforcement, to the recovery of victims of 

terrorism crimes. 

3. Increased the volume of training and development of counterterrorism for state 

officials and civil society by cooperating with elements of society include 

women's and children's activists, IT experts, academics, religious leaders, and 

so on. 

4. Established 32 Terrorism Prevention Coordination Forums (FKPT) in thirty-two 

provinces in Indonesia by using wisdom instruments together with all elements 

of society. FKPT is an extension of BNPT in the regions. 

5. Optimized foreign policy through (1) strengthening the implementation of 

international law within the national legal framework related to countering 

terrorism and terrorism financing, (2) coordinating the protection of Indonesian 

citizens abroad from criminal acts of terrorism, (3) increasing international 

cooperation in countermeasures criminal acts of terrorism at bilateral, regional, 

and international levels. 

6. Monitoring, recommending inclusion and/or updating of information on/related 

to individuals/entities suspected of being involved in terrorism and/or terrorism 

financing. 

7. Organizing the implementation of increased coordination with related 

Ministries/Agencies in handling DTTOT. 

8. Managing Foreign Terrorist Fighters through Task Force under Coordinating 

Minister for Political, Legal and Security Affairs. 
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MINISTRY / 
INSTUTION 

FORM 

BIN 
1. Conducted intelligence operations in the context of early detection and 

prevention of terrorism cases and terrorism financing in Indonesia. 

2. Coordinated and disclosed terrorism cases with Special Detachment/AT 

Indonesian National Police. 

3. Cooperated with special operations and investigations with Special 

Detachment/AT Indonesian National Police. 

4. Increased internal capacity building of BIN related to terrorism financing. 

5. Exchanged initiative-taking and reactive information with Special Detachment/AT 

Indonesian National Police, INTRAC, and BNPT. 

6. Increased collaboration by being involved in the work of the DTTOT Task Force 

Team with Special Detachment/AT Indonesian National Police, INTRAC, BNPT, 

Ministry of Foreign Affairs, and the Directorate General of Immigration of the 

Ministry of Law and Human Rights. 

7. Coordinate with the WMD Task Force Team with the Indonesian National Police, 

INTRAC, and the Ministry of Foreign Affairs in 2017 regarding the handling of the 

Pyongyang Restaurant case in Jakarta and in 2018 regarding the handling of the 

Wise Honest M/V case in Balikpapan. 

PPATK (INTRAC) 
1. In 20179 INTRAC was included as part of the Team Establishing the DTTOT 

Determination Task Force together with Special Detachment/AT Indonesian 

National Police, BIN, BNPT, Ministry of Foreign Affairs, and Immigration. 

2. Increased international cooperation, especially with neighboring countries 

through joint analysis programs and bilateral meetings (joint working group 

discussions). 

3. Initiated the development of a platform called SIPENDAR (Information System 

for Suspected Terrorism Financing) which functions to strengthen 

communication between INTRAC and K/L related to terrorism crimes and 

terrorism financing. The platform was launched in early August 2021. 

4. Increased the number of HA dissemination of financial transactions with 

indications of criminal acts of terrorism financing and target agencies, not only 

Special Detachment/AT and BIN but also BNPT. 

5. Changed the reporting application since February 1, 2021, from the GRIPS 

reporting application to the goAML reporting application developed by 

Information Technology Service (ITS) from the United Nations Office on Drugs 

and Crime (UNODC). This application is an integrated application that is in 

accordance with the Financial Intelligence Unit (FIU) business process and has 

been implemented by 56 FIUs and 55 FIUs in the implementation process. 



Indonesia Risk Assessment on Terrorism Financing and Financing of 

Proliferation of Weapons of Mass Destruction Year 2021 

 

28 

 

 

MINISTRY / 
INSTUTION 

FORM 

Government of 

Indonesia in general 

1. Strengthened the capacity of TNI/Indonesian National Police personnel and 

related agencies to support counterterrorism in the border areas and outer 

islands of Indonesia. 

2. Intensified coordination and exchange of information between 

Ministries/Agencies for the prevention of terrorism financing conducted through 

PJK. 

3. The government, both at the central and regional levels, issued a series of 

circulars regarding the purchase of hazardous chemicals. Chemical shops are 

required to report to APH if they find purchases of hazardous chemicals in 

massive quantities. 

4. Made efforts to implement the 4 (four) pillars of the United Nations Global 

Counter-Terrorism Strategy (UNGCTS). 

5. Under the leadership of Indonesia in the UNSC, Indonesia proposed a resolution 

related to counter-terrorism which had the support of fourteen member states 

of the UNSC but could not be ratified because it was vetoed by the United 

States. 

 

 

3.2.4 Domestic Cooperation 

Domestic cooperation in preventing TF and PFWMD is conducted both 

between SRBs, between LPHs, as well as across SRBs and LPHs. The forms of 

such cooperation may include, among others: 

1. Making a Memorandum of Understanding (MoU); 

2. Issuance of Joint Regulations related to the DTTOT List and the 

Proliferation List; and 

3. Formation of Task Forces (Satgas) such as the DTTOT Task Force and the 

Task Force Weapon of Mass Destruction (WMD) related to PFWMD. 

3.2.5 International Cooperation 

In addition to cooperation between cross-border SRAs, for example 

between FSA and the Monetary Authority or Central Banks of other countries 

and Bank Indonesia and Central Banks of other countries. Forms of international 

cooperation related to TF or PFWMD include: 

1. Making a Memorandum of Understanding (MoU), where the modalities in 

the MoU include: (1) policy dialogue; (2) exchange of data and 

information; and (3) capacity building; 

2. Implementing Bilateral Cooperation and/or Joint Working Group 

Discussions between Foreign Governments; and 



Indonesia Risk Assessment on Terrorism Financing and Financing of 

Proliferation of Weapons of Mass Destruction Year 2021 

 

29 
 

3. Exchange information both formally and informally. For example, FSA, BI 

or INTRAC actively provide information related to AML-CFT based on 

requests from other country authorities (diagonal exchange), such as 

AUSTRAC, AFP, BNM, IDB, APG, FBI, US Department of Treasury, or 

members of the US Congress. 

 
3.3 Law Enforcement Agency 

3.3.1 Lanskap Penegakan Hukum TPPT di Indonesia 

In enforcing the TF law in Indonesia, the authorities include: 

1. Initial Investigation and Investigation 

In terms of administrative and bureaucratic TF initial investigations and 

investigations conducted by the Sub-Directorate of Terrorism Funding, 

Special Detachment 88/Anti-Terror (Special Detachment/AT) at the 

Indonesian National Police Headquarters as one of the counter-terrorism 

units in Indonesia. 

2. Prosecution 

The Attorney General and the organizations below (State Prosecutors 

Office, High Prosecutors Office) are government agencies that conducts 

state power in the field of prosecution, in this case carries out the 

authority to prosecute cases of criminal acts of terrorism and criminal acts 

of financing terrorism. The function of prosecuting criminal acts of 

terrorism and criminal acts of financing terrorism is conducted by the 

Directorate of Terrorism and Transnational Crimes at the Deputy Attorney 

General for General Crimes, Attorney General of the Republic of 

Indonesia. 

3. Judiciary 

Currently, the trial for criminal acts of terrorism is conducted at the East 

Jakarta District Court, West Jakarta District Court and North Jakarta District 

Court. The trial of criminal acts of terrorism can be conducted in a district 

court outside the locus of incident based on the ruling of the Chief Justice 

of the Supreme Court of the Republic of Indonesia. The ruling of the Chief 

Justice of the Supreme Court is issued based on a request from 

investigators or public prosecutors to try terrorism cases outside the locus 
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of incident by considering certain aspects, such as security situation, 

strategic location, and so on. 

3.3.2 Regulations and Policies 

The following are some of the regulations and policies that have been 

issued regarding PPT and PFWMD: 

1. Law Number 5 of 2018 on Amendments to Law Number 15 of 2003 on 

Stipulation of Government Regulations in Lieu of Law Number 1 of 2002 

on Eradication of Criminal Acts of Terrorism into Law; 

2. Law Number 9 of 2013 on Prevention and Eradication of Terrorism 

Financing Crimes; 

3. Law Number 16 of 2017 on Stipulation of Government Regulation in Lieu 

of Law Number 2 of 2017 on Amendment to Law Number 17 of 2013 on 

Social Organizations into Law; 

4. Regulation of the President of the Republic of Indonesia Number 18 of 

2017 on Procedures for Receiving and Giving Donations by Community 

Organizations in the Prevention of Terrorism Financing Crimes; 

5. Regulation of the President of the Republic of Indonesia Number 13 of 

2018 on the Application of the Principle of Recognizing the Beneficial 

Owner of a Corporation in the context of Prevention and Eradication of 

Money Laundering and Terrorism Financing Crimes; 

6. Joint Regulation in 2015 between the Chief Justice of the Supreme Court 

of the Republic of Indonesia, the Minister of Foreign Affairs of the Republic 

of Indonesia, Head of Indonesian Police, the Head of BNPT and Head of 

INTRAC concerning the Inclusion of the Identity of Individuals and 

Corporations in the List of Suspected Terrorists and Terrorist 

Organizations; 

7. Joint Regulation in 2017 between the Minister of Foreign Affairs of the 

Republic of Indonesia, Head of Indonesian Police, the Head of BAPETEN 

and Head of INTRAC concerning the Inclusion of the Identity of Persons 

and Corporations in the Funding List for Proliferation of Weapons of Mass 

Destruction; and 

8. Government Regulation of the Republic of Indonesia Number 77 of 2019 
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on Prevention of Criminal Acts of Terrorism and Protection of 

Investigators, Public Prosecutors, Judges, and Correctional Officers. 

 
3.3.3 Achievements and Successes 

The following are the mitigations that have been conducted by SRB and 

LPH related to TF and PFWMD in the 2019 to mid-2021 period: 

 
Table 4 Policies related to Mitigation Efforts by Law Enforcement Agencies 

  

INSTITUTION FORM 

POLRI Special Detachment 88/AT 

1. Signed joint commitment with thirteen related K/L (Coordinating Ministry for 

Political, Legal and Security Affairs, Ministry of Home Affairs, Ministry of Law 

and Human Rights, Ministry of Religion, Attorney General's Office, National 

Counter Terrorism Agency, Indonesian State Intelligence Agency, FSA, BI, 

and INTRAC) regarding the prevention of TPPT through NPOs. 

2. Published DTTOT 2019 and 2020 updates. 

3. Implemented law enforcement against officers from NPOs who are proven to be 

involved in TF. 

4. Included several NPOs and their administrators on the DTTOT list in 2020.  

Security Intelligence Agency (Baintelkam) 

1. Conducted investigations related to people and corporations suspected of 

being affiliated with individuals and entities listed in the sanction list. 

2. Investigated the sources of funds for Radical/Terror groups. 

Attorney 
General’s 

Office 

The successful handling of terrorism financing crimes managed by the Directorate of 
Terrorism and Transnational Crimes, including: 3 cases in 2018, 4 cases in 2019, 7 

cases in 2020 and 7 cases in 2021 (until April 2021). 

Judiciary 
1. Carried out various hearings for the examination of cases of cumulative and 

alternative terrorism and terrorism financing indictments in district courts. 

2. Examined eighteen cases of TF. 

PFWMD in 

General 

1. Issued a Joint Regulation between the Minister of Foreign Affairs, the National Police 

Chief, Head of INTRAC, and Head of Nuclear Energy Supervisory Agency regarding the 

Inclusion of the Identity of Persons or Corporations in the Funding List for Proliferation 

of Weapons of Mass Destruction, and the Immediate Blocking of Funds Owned by 

Individuals and Corporations Listed in PFWMD list. 

2. Indonesia has also become a party to the NPT, Convention on the Physical Protection 

of Nuclear Material (CPPNM) and its Amendment, Convention on Nuclear Safety, 

Comprehensive Nuclear Test Ban Treaty (CTBT), and International Convention for the 

Suppression of Acts of Nuclear Terrorism, and the IAEA Additional Protocol. 

 

 

 

 

 

 



Indonesia Risk Assessment on Terrorism Financing and Financing of 

Proliferation of Weapons of Mass Destruction Year 2021 

 

32 

 

 

3.3.4 Domestic Cooperation 

Domestic cooperation in preventing TF and PFWMD is conducted both 

between K/L, between LPH, as well as across K/L, SRB and LPH. The form of 

this collaboration can be in the form of: 

1. Signing of the Memorandum of Understanding (MoU); 

2. Issuance of Joint Regulations related to DTTOT and the Proliferation List; 

3. Formation of Task Forces (Satgas) such as the DTTOT Task Force and the 

WMD Task Force related to PFWMD; 

4. Implementation of coordination and cooperation in handling TF cases, for 

example case exposure (case title) between INTRAC and Special 

Detachment/AT investigators; 

5. Implementation of pre-prosecution coordination in handling TF cases 

between the public prosecutor in the field of terrorism and Special 

Detachment/AT investigators, such as exposure/case titles and/or case 

reconstruction activities; and 

6. Organizing FGDs to discuss the problems of handling TF between Special 

Detachment/AT investigators, the Attorney General's Office and BNPT. 

3.3.5 International Cooperation 

Indonesia cooperates in tackling TF, among others, in bilateral and 

multilateral cooperation. This form of cooperation can be in the form of a 

Memorandum of Understanding (Agreement) or the exchange of information, both 

formal and informal, through bilateral cooperation or joint working group discussion 

meetings. In addition to cooperation between cross-border Law Enforcement 

Agencies, for example between the police and the police (Interpol & Aseanapol) and 

the prosecutor's office with the prosecutor's office (IACA), there are also 

collaborations, including: 

1. Ministry of Law and Human Rights with the Central Authority of other 

countries (related to MLA); 

2. INTRAC with FIUs of other countries (related to financial 

information/intelligence); 

3. Indonesian National Police with AFP (related to JCLEC); and 

4. Ministry of Law and Human Rights/attorney General's Office/Indonesian 

National Police/INTRAC/ National Counter Terrorism Agency with United 

States Government (USDOJ-OPDAT, FBI, USDOT). 
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Meanwhile, multilateral cooperation forums or with international 

organizations in the context of preventing and eradicating TF and PFWMD are 

implemented through: 

1. UN Security Council; 

2. FATF; 

3. Egmont Group of FIUs; 

4. Asia/Pacific Group on Money Laundering (APG); 

5. UNODC; 

6. CARIN (Camden Asset Recovery Inter-Agency Network) and SEACARIN (Southeast Asia CARIN), 

which are forums for asset recovery between the Prosecutor's Office; and 

7. Joint Working Group Discussion on Terrorism (BNPT). 
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38 Penilaian Risiko Indonesia Terhadap Tindak Pidana Pendanaan Terorisme 
dan Pendanaan Proliferasi Senjata Pemusnah Massal Tahun 2021 

 

  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Adjustments continue to be made to the terrorism financing prevention 

program and PPSPM in Indonesia in line with the growing risk of TF and 

PFWMD as well as COVID-19 pandemic. 

The scope of domestic and foreign TF and PFWMD risks is a determining 

factor for adaptation. 

KEY RISKS 
OF TERRORISM FINANCING 
AND PFWMD 

CHAPTER IV 
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CHAPTER I V 

KEY RISKS OF TERRORISM 
FINANCING AND PFWMD  
4.1 Terrorism Financing Risk Assessment Landscape in Indonesia 

Based on a study conducted by the FATF in the assessment guide regarding the 

risk of Terrorism Financing in 2019, there are three factors that need attention, 

namely the Threat Level caused by the existence of Terrorism Financing (TF), the 

Vulnerability Level caused by TF, and the level of consequence. (Financial Action Task 

Force, 2019). 

In the 2015 NRA update report it was stated that most of the terrorism 

financing in Indonesia came from domestic funding sources. Because terrorism 

financing is transnational in nature, prevention and eradication efforts need to be 

carried out by involving PJK, SRB, APH, and international cooperation to detect a flow 

of funds used or suspected to be used for financing terrorism activities. 

According to the FATF, threats in TF are often related to money laundering 

(ML), this is related to the ability of terrorists or terrorist groups to carry out 

fundraising activities, transfer funds and use these funds by individuals or legal or 

illegal business entities as well as through various means by exploiting the 

weaknesses of supervision of financial products in the financial industry and others. 

4.2.   Terrorism Financing Domestic Heat Map 2021 

4.2.1 Typology 

Domestic Terrorism Financing typology is divided into three methods, 

namely fundraising, transferring funds, and using funds. Details of the 

explanation of the three methods can be seen below. 
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4.2.1.1  Terrorism Fund Raising Methods 

 

 
 

Figure 8 Typology – Fundraising 

Source: PPATK Working Paper, 2020 

 
In the survey conducted, the collection of funds carried out by terrorist 

groups is currently carried out using legal channels such as through the 

collection of private sponsor funds carried out by individual supporters 

of terrorist groups, through misuse of donations collected from 

community organizations, and through legitimate businesses. In practice 

the methods used are: 

a. Funding from legal sources 

b. Selling personal assets or those owned by terrorist families, both 

private property ownership and through marriage, such as 

property belonging to wives and other families who support 

terrorism movements. 

c. Through fundraising conducted by individuals working abroad. 

d. Fundraising is also done legally by individual terrorists by 

profession as traders or business owners in small forms or with 

legal entities. In addition, to avoid suspicion from APH, terrorist 

groups also conduct fundraising activities legally through the 

establishment of small and medium-sized businesses or those of a 
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home industry, among others, by trading in food. 

e. Terror groups take advantage of charitable donation boxes placed 

in shops, minimarkets in several areas in Indonesia. Terror groups 

take advantage of social humanity and religion accompanied by 

propaganda with the aim of raising funds and public sympathy, but 

the proceeds are used to finance terrorism activities. 

2. Funding using social media 

a. The development of internet technology with the ease of 

website development and the creation of social media makes 

fundraising easier and more extensive by hacking or hijacking 

certain accounts belonging to the public. 

b. Terrorist groups also take advantage of fundraising from the 

general public through activities carried out by mass 

organizations, whether legally incorporated or not, as well as 

by displaying the perpetrators' personal accounts on social 

media owned by community organizations to receive 

donations from the general public by exploiting humanitarian 

incidents either through management fictitious social media 

accounts or by abusing legal/legal institutional social media 

domains. 

c. In addition to using mass organizations as coverage, social 

media is also used to raise funds through accounts belonging 

to other people or anonymously to spread messages about 

fundraising or spreading radical ideas. 

However, even though legal fundraising has become a trend, 

raising funds through criminal methods still occur, for example: 

a. A case revealed by Special Detachment/AT was the arrest of 

Salim Salyo in Pontianak, West Kalimantan, in 2019 (Decision 

Number 1113/Pid/Sus/2019/PN.Jkt.Tim). The proceeds of the 

robbery conducted against a bank located in East Java were 

used to buy weapons and to assemble bombs that were given to 

the terrorist group Mujahidin Indonesia Timur (MIT). 
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4.2.1.2  Terrorism Fund Transfer Methods 

 

 
 

Figure 9 Typology – Transfer of Funds 

Source: PPATK Working Paper, 2020 

 

 
The occurrence of TF is due to loopholes exploited by individual 

perpetrator for financial products and services. In the development of 

industrial technology, the ability of terrorist groups in gathering 

financing sources continues to grow. 

In APH's assessment, the use of cash transactions remains the 

conventional method conducted by terrorist groups which is considered 

easy and safe because its use is discontinuous without any trace of 

ownership. The use of cash also makes checking and tracing difficult by 

APH due to the amount being broken down into tiny amounts and using 

couriers to smuggle it both within and outside the country through areas 

that APH considers weak in supervision.  

1. Fund Transfer via Bank 
In a survey conducted in the context of the preparation of 

the NRA conducted in 2020 by INTRAC, whose respondents were 

APH, related K/L, regulators, and industry, it was found that 

banking products from commercial banks are still often used by 
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terrorist groups in raising and transferring funds. The existence of 

suspicious transactions conducted indicates that the character of 

the terrorist group in using banking facilities is usually to avoid 

tracking by using the name of a third party that is not related to 

the group network, in this case not included in DTTOT. These 

third parties can be wives, children, or other family members 

whose account ownership can be utilized. 

From the assessment, the transfer of funds through 

financial services providers is assessed to have high risk, which 

means that terrorism financing still uses transfer services through 

the financial industry, especially banking. In the findings there are 

practices of buying and selling accounts and the use of false 

identities by individuals or terrorist groups, not to mention if it 

turns out that the transfer of funds is made to account holders 

abroad who are outside the jurisdiction of Indonesian APH, so 

that the investigations carried out require cross-border 

coordination. 

To prevent the flow of terrorism funds originating across the 

borders of Southeast Asian countries, it was agreed in the ASEAN 

Convention on Counter Terrorism (ACCT) in Article VI Areas of 

Cooperation, it states “Prevent those who finance, plan, facilitate, 

or commit terrorist acts from using their respective territories for 

those purposes against the other Parties and/or the citizens of the 

other Parties” (ASEAN, 2007), which means that every party must 

prevent the planning and funding carried out by terrorist groups 

located in their jurisdictions, whether aimed at subjects or objects 

in other countries.  

Here are some examples of cases related to transferring 

funds through bank accounts: 

a. A case in the use of bank accounts is funding conducted by MO 

alias OK alias AF who uses bank transfer services (Decision 

Number 792/Pid.Sus/2019/PN Jkt.Brt.). 
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b. The case involving AJ who participated in the Sarinah bombing 

case was an individual who smuggled weapons and dispatched 

Jamaah Daulah Islamiyah (JAD) personnel to the Philippines. In 

the process Adi received an order to take thirty thousand US 

dollars to be given to other JAD members with different 

nominal (Decision No. 817/Pid.Sus/2017/PN.Jkt.Tim). 

2. Transfer of Funds via Non-Bank Foreign Exchange Business 

Activities (KUPVA BB) 

In addition to using banking products, APH also found the use 

of foreign exchange services for financing terrorism financing. The 

crime of Financing Terrorism through KUPVA BB (Non-Bank Foreign 

Exchange Business Activities) is vulnerable to being misused for 

terrorism financing, with an example of case according to decision 

number 140/Pid.Sus/2018/PN.Jkt.Sel, where terrorist financing 

perpetrator buy firearms with the money exchanged at KUPVA BB. In 

this case, the licensed KUPVA BB is used, but what is even more 

vulnerable is the unlicensed KUPVA BB because it is not regulated 

and supervised by Bank Indonesia. Bank Indonesia continues to act 

against unlicensed KUPVA BB starting in 2017, where unlicensed 

KUPVA BB will be closed.  

Transfer of Funds via Non-Bank Fund Transfer Operators 

(PTD BB) 

One example of the use of PTD BB to transfer terrorism 

funds is the BN case. The police managed to uncover the origin of 

terrorism financing for the Bahrun Naim group which received 

money from Australia, Malaysia, Singapore, and the Philippines 

using PTD BB. In addition, the OR case (Putusan 

140/Pid.Sus/2018/PN.Jkt.Sel) used PTD BB to send funds to the 

Philippines. 

2. 
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3. Cross Border Cash Courier 

The existence of comprehensive supervision conducted by the 

Government of Indonesia through the relevant Ministries/Agencies 

to coordinate between institutions and LPH as well as SRB and 

Reporting Entities, has consequence on the tight reporting of 

transactions carried out by the public. However, in the Regional 

Risk Assessment (RRA) report conducted for the Southeast Asia 

region and Australia on Terrorism Financing in 2016, it was stated 

that the key in the scope of regional terrorism financing was 

geography (AUSTRAC, 2016). Indonesian territory that borders 

land and sea with neighboring countries such as Malaysia, Brunei 

Darussalam, Philippines, Papua New Guinea, Timor Leste, 

Singapore, Thailand, and Australia. These borders can be exploited 

by terrorist groups to transfer funds or conduct transactions 

through areas not monitored by APH or the structure of the 

technical supervision unit conducted by Ministries/Agencies. 

4.2.1.3 Terrorism Fund Uses Methods 

 

 
Figure 10 Tipology – Use of Funds 

Source: PPATK Working Paper, 2020 
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Not only in terms of purchasing weapons, terror funds that have a 

considerable risk are also used to finance the mobility of terrorist 

members in traveling within the country or foreign terrorist 

fighters (FTF) and training. Fundraising is also conducted by 

terrorist groups to provide salaries for members like a business 

organization and also to family members of terrorists who have 

died in carrying out amaliah or in the process of detention and 

detention by the state. The provision of salaries and 

compensation is intended so that support and sympathy for the 

struggle of terrorist groups continue to be obtained. In addition to 

providing compensation, terrorist groups also finance the use of 

social media to recruit new members in accordance with their 

goals and as a propaganda tool in spreading their ideology. 

 
4.2.2 Industrial Sector of the Reporting Party 

 

 
Figure 11 Industrial Sector Risk 

Source: PPATK Working Paper, 2020 (showing only high and medium risk) 
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According to the results of the risk assessment, the Reporting Party's 

industrial sectors most at risk of being used in terrorism financing are 

Commercial Banks, Non-Bank Remittance Business Activities and Non-Bank 

Fund Transfer Operators. Meanwhile, Rural Banks (BPR) and Cooperatives are 

considered medium risk. In general, the vulnerability of Commercial Banks, 

PTD BB and PVA BB is low because the APU PPT monitoring system is quite 

good, but in terms of threats and consequences it is still relatively high 

because some are used by terrorist financing perpetrator. Savings accounts 

can be used to accommodate donated funds or transfer funds to other parties. 

PTD BB can be used to transfer funds because it has an extensive network in 

various parts of the world, including in countries with a high risk of financing 

terrorism, while KUPVA BB is used to exchange foreign exchange that can be 

used for travel expenses for foreign terrorist fighters/FTF. 

4.2.3 Perpetrator Profile 

4.2.3.1 Individual Profile 

Funding for terrorism can come from individual perpetrator 

and corporations/entities. Individual perpetrator is a supporter or 

member of terrorist groups who have a role to finance their group 

actions through legal and illegal self-financing, while corporate 

perpetrator/entities are legal entities or institutions/organizations 

whose activities are utilized by a person or group of people to 

finance terrorism, both registered and unregistered according to 

certain regulations. In NRA Terrorism Financing Risk 

assessment2015, the profiles of perpetrator at risk are as follows:



 

44           Indonesia Risk Assessment on Terrorism Financing and Financing of  

                    Proliferation of Weapons of Mass Destruction Year 2021 

 
 

Table 5 Individual Profiles 

 

INDIVIDUAL PROFILES 

Businesspeople/ Entrepreneurs 
Management and Employees of Foundations / Other legal entities 

Private Employees Workers, Domestic Helpers, and Security  

Housewives Management of Political Party 

Civil Servants (including retirees) Farmers and Fishermen 

Trader Bank Employee 

Indonesian Army/Indonesian National 
Police (including retirees) 

Ulama/Priests/Leaders of Organizations and Religious 

Groups 

Students Money Changer Employee 

Professionals and consultants 
Management/ NGO Employees/Other non-legal entities 

Officials of the Legislature and 

Government 
Craftsman 

Employees of SOEs/Regional SOEs 

(including retirees) 

Lecturer 

Source: Inter-Agency Working Group NRA Indonesia, 2015 

 

 
The emergence of the professions mentioned above is due to 

the efforts of terrorist groups to seek funding by maximizing their 

skills, especially with the increasing tightening and supervision 

conducted by APH. From the assessment data that was conducted in 

the 2015 NRA, there are several profiles that have a high level of risk 

in providing support for terrorism financing, namely: 

1. Students/university students; 

2. Management of NGOs or non-legal entities; 

3. Traders, religious leaders/leaders of religious group 

organizations, and 

4. Foundation management. 

Meanwhile, in the 2019 NRA update, the risk level shifted to 

the profile of traders/Businessman/Entrepreneurs. However, the 

results of a survey conducted in 2020 found the profiles of risky 

individual perpetrator are: 
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Figure 12 Risk Profile of Individual Perpetrator 

Source: PPATK Working Paper, 2020 

 

 
There is no shift from the three profiles above in the level of TF 

risk where Businessman/Entrepreneurs, Private Employees and 

Traders continue to occupy the highest positions from the 2019 NRA 

updates and the current NRA. The high risk of this profile has also 

been seen in the 2017 White Paper regarding self-funding carried out 

by terrorist groups revealed by Special Detachment/AT. In the verdict 

number 1330/Pid.Sus/2019/PN.Jkt.Tim against terrorist perpetrator on 

behalf of AT Als AVAls Group XX AS, it was found that the perpetrator 

was a welder. In addition, other business fields that are engaged in by 

terrorist groups are selling herbal medicines and electronic business 

with travel agents. 

4.2.3.2 Non-Individual Profile 

Based on APH's findings that terrorism financing is now 

more organized and comes from legal funding. This is done so 

that funding for terrorism activities can be quickly detected by 

APH. The results of the survey conducted stated that the threat 

from the existence of terrorism financing crimes also emerged 

from the profiles of non-individuals or business entities in the high 

and medium risk categories, including:  
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Figure 13 Risk Profile of Non-Individual Perpetrator 

Source: PPATK Working Paper, 2020 

 

Since the publication of the 2015 NRA, these non-individual 

profiles have been identified with a medium level of risk, but this 

does not mean that the organization's management has misused 

the organization or the organization's funds. In the NRA Update 

report on TF 2019, the Government has issued Law Number 16 of 

2017 on Community Organizations (NPOs/Non-Profit 

Organizations) against terrorism financing. The law clearly states 

the definition of prohibitions and sanctions as well as the 

Government's authority to dissolve community organizations that 

are not in line with the constitution of the Republic of Indonesia. 

The steps taken by the Government of Indonesia are in line with 

the review conducted in the RRA regarding NPOs and TFs in 

2017. The report states that NPOs provide the facilities needed by 

terrorist groups to raise funds, transfer and even use funds 

owned by community organizations such as legal aspects so that 

access to the use of banking products is considered safer, besides 

that another loophole that is exploited is the weakness of 
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background checks for members or administrators in the 

recruitment process for members or administrators of 

foundations/ormas/NPOs (Commonwealth of Australia, 2017). 

4.2.4 Geographic Area 

Indonesia's vast geographical area and diverse economic growth 

provide opportunities for terrorist groups to collect, transfer and use 

funds. The 2016 RRA on TF report on Southeast Asian countries and 

Australia, states that one of the important keys in financing terrorism 

lies in geographical factor so that it requires supervision of zones that 

are considered vulnerable and cooperation between Law Enforcement 

Agencies is needed. Although the complete RRA report is aimed at the 

condition of the border areas between countries that make it easier for 

terrorist groups to transfer funds, this situation can also be adopted in 

Indonesian territory with forest, mountain, and hilly landscapes as well 

as the development of large cities whose communities are increasingly 

diverse. This landscape makes it easier for terrorist groups to hide and 

conduct terrorist drills. 

The development of terrorism networks in the country in general 

there are two waves, namely 1999-2014 with Al-Jamaah Islamiyah (JI) 

which is affiliated with Al-Qaeda, and 2014-present Jamaah Ansharut 

Daulah (JAD) which is affiliated with the State of Iraq and Syria or ISIS. 

(BNPT, 2020). Meanwhile, big cities as centers of economic growth 

make it easier for terrorist groups to gain access to financial transactions 

through legal businesses and through companies or institutions 

providing financial services. 
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Figure 14 Terrorism Financing Area Risk   

Source: PPATK Working Paper, 2020 

 

 
Based on the survey results, there are four areas at risk for the 

presence of TPPT, namely DKI Jakarta, West Java, East Java, and 

Central Java. When compared with the risk of areas in the 2015 NRA 

report and 2019 Update, there is no meaningful change in the 

assessment of risk areas where DKI Jakarta remains a high-risk area. 

Even though the survey data conducted contains areas with a high level 

of TF, it does not mean that other areas with a medium risk level, such 

as Central Sulawesi, Papua, Banten, West Papua, and other areas in the 

medium risk category do not need attention. According to the FATF 

Guidelines, to avoid the suspicion of APH, terrorist groups and their 

supporters conduct transactions in tiny amounts so that they do not 

appear suspicious. 

4.2.5 Case Studies 

The following are some examples of case studies relating to 

criminal acts of financing terrorism nationally. 

 

 

Real risk scale PP risk scale LPP risk scale Total risk scale 

DKI Jakarta East Java Central Java West Java Papua West Papua Central 
Sulawesi 

Banten 
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Terrorist Fund Transfer via Bank Account 

 
The East Jakarta District Court has handed down a decision with decision number 

263/Pid.Sus/2020/PN.Jkt.Tim to MI alias AU. He was arrested since June 16, 2019, and was 

subsequently declared to have been proven legally and convincingly to have committed a 

criminal act of terrorism and was detained for six years. MI together with several of his 

colleagues routinely conducted the maturation of strategies to go to Syria and then join the 

Daulah Islamiyah in Syria. 

Meanwhile, in the context of technical preparation, he made a cash withdrawal of 

Rp50,000,000.00 (fifty million rupiah) at Bank Z, and then it would be exchanged at one of the 

money changers in Aceh. In addition, the defendant also received a money transfer of 

Rp100,000,000.00 through Account X which was exchanged in USD to approximately USD6,950 

(exchange rate 14,300). During the trial, several pieces of evidence, such as Card X, were 

presented. The defendant's actions were as regulated and threatened with crime in Article 5 & 

Article 4 of Law Number 9 year 2013 concerning the Eradication and Prevention of Terrorism 

Financing Crimes. 

In ordering plane tickets to go to Afghanistan, bank transfers are used, one of which is 

ATM Y transfer which is done through the account of the wife of one of the witnesses with a 

total amount of IDR 120,000,000.00. In more detail, ticket purchases are made using the 

witness's money first (which is stored in the account, which will then be taken back by the 

jihad participants).  

 

 
 
Figure 15 Illustration of TF Transfer of Funds 
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Purchase of Weapons and Ammunition for Terror Action 

 
This case is based on the East Jakarta District Court Decision Number 

1072/Pid.Sus/2019/PN Jkt. Tim.mThe arrest of the suspected terrorist Jamaah Ansharu Daulah 

(JAD) by Special Detachment/AT Anti-terror took place on an expedition on Jalan Kunti, 

Sidotopo, Surabaya, East Java, Thursday (23/4/2020) while about to send weapons. AH, who is 

a member of the East Java JAD who was exposed to and infected with terrorism when he was 

serving his sentence at the Madura Prison, bought the weapons for IDR 200 million from a 

person in Malang. There were also homemade handguns, long-barreled firearms magazines, 

and hundreds of bullets suspected to be smuggled from the Philippines. 

The lethal weapons and ammunition were to be sent to a city on the island of Java and 

intended for i'dad (physical exercise) or to prepare before stepping into acts of terror. This 

shows that with hundreds of millions of funds, The JAD group has a large financial capacity to 

finance its actions. As reported, AH, who is a resident of Malang, is an ex-convict involved in a 

general criminal case and then he served his sentence at the Madura Prison. It was at that time 

that he became acquainted with and exposed to East Java JAD figures while they were both 

serving their sentences there. 

 
Figure 16 Illustration of the Use of Funds for Amaliyah Action Case (AH) 

 

 
In addition, based on the Supreme Court's Decision Number 1329/Pid.Sus/2019/PN 

Jkt.Brt it has been decided that a defendant WS alias AM alias R who was proven together with 

his partner will carry out i'dad to buy an AK 47 weapon to be used to support his actions to 

carry out the hijrah in Syria. 

 

AH is member of East 
Java JAD affected by 

terrorism concept 

Purchasing 
homemade 
weapon and 
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Contraband from 
Philipine 

Purchasing Organic 
weapon of IDR 200 
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Figure 17 Illustration of the Use of Funds for Amaliyah Action Case (WS) 

 

Furthermore, there is also the Supreme Court Decision Number 

1136/Pid.Sus.Teroris/2020/PN.Jkt.Utr which handed down a verdict on a defendant named 

AKA alias AT. He conducted the amaliyah plan as a form of support for ISIS by buying 

samurai through an electronic marketplace (e-marketplace) in December 2019. 

 

 

Figure 18 Illustration of the Use of Funds for Amaliyah Action Caes (AKA) 

 

 
4.3 Terrorism Financing Overseas Heat Map 2021 

The development of terrorism at the national, regional, and international levels 

shows a tendency for attack patterns and strategies that are increasingly developing 

and adapting to global phenomena. The existence of this terrorism group is of course 

also supported by the aspect of organized funding to finance various forms of 

activities such as buying weapons, explosives, and logistics, conducting training, to 

planning and executing attacks. 

In the international cluster, the risk of financing terrorism in Indonesia includes 

two things, namely: (1) inward risk, which means that funding comes from abroad 

and is used for terrorism activities in Indonesia, and (2) outward risk, which means 

that funding comes from Indonesia and is used for financing of terrorism activities 

abroad. Furthermore, the analysis process is conducted by considering several 

aspects, namely based on the Global Terrorism Index 2020 which contains a summary 

Purchasing Organic weapon 
of IDR 200 million 

Purchase of Sword via  
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of global trends and patterns of terrorism that occur in all parts of the world, and FIU 

information exchange data regarding TF owned by Indonesia with other countries.   

4.3.1 Foreign Inward Risks  

The following is a table of Inward risk which is an indication of terrorism 

financing entering Indonesia. 

 
Table 6 Inward Risk 

 

COUNTRY RISK CATEGORY 

United States High 

Malaysia High 

Philippines High 

Australia High 

Afghanistan Medium 

Source: PPATK Working Paper, 2020 

 
Based on the risk findings above, countries that are at high risk of 

being an indication of sources of terrorism financing entering Indonesia are 

the United States, Malaysia, the Philippines, Australia, and Afghanistan. 

Terrorist networks get funds from legal and illegal means, either through 

digital fundraising, transfers, or through cash fundraising. 

Through PESTEL analysis, it is identified that the TF typology is 

vulnerable to being used by TF perpetrator to conduct terrorism financing in 

the country. The results of the identification include: 

1. Inward fundraising methods that have high vulnerability are Legal 

Fundraising through Legitimate Business Ventures and 

Crowdfunding Funding 

2. Inward fund transfer methods that have high vulnerability are Fund 

Transfer through Banks, Fund Transfer Providers, and Technology-

Based Financial Transaction Services 

3. Methods of using inward funds that have a high vulnerability are 

Training on Making Weapons and Explosives, Purchasing Weapons 

and Explosives, Training on the Use of Weapons and Explosives, 

and Traveling Foreign Terrorist Fighters. 
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4.3.2 Foreign Out-ward Risks 

The following is a table of Outward risk which is an indication of the purpose 

of terrorism financing originating from Indonesia: 

 
Table 7 Outward Risks 

 

COUNTRY RISK CATEGORY 

Malaysia High 

Philippines High 

Australia High 

United States Medium 

Singapore Medium 

 
Source: PPATK Working Paper, 2020 

 
Based on the risk findings above, Malaysia is the country most at 

risk of being indicated as a destination for terrorism financing originating 

from Indonesia. Indonesia and Malaysia have many areas that directly 

border both on land and at sea, as Indonesia and the Philippines. This is 

one of the factors that support the movement of terrorists so that they 

can collect, transfer, and use funds both in cash through cross-border 

and through transfers. 

Through PESTEL analysis, it is identified that the TF typology is 

vulnerable to being exploited by TF perpetrator to conduct terrorism 

financing abroad. The results of the identification include: Metode 

pemindahan dana outward yang memiliki kerentanan tinggi adalah 

Pemindahan Dana melalui Bank dan Layanan Transaksi Keuangan 

Berbasis Teknologi 

1. Outward fundraising methods that have a high vulnerability are 

fundraising legally through Crowdfunding Funding, Personal 

Sponsors (Terrorist Financier/Fundraiser) and Deviant Collection of 

Donations Through CSOs 

2. The method of transferring outward funds that has a high 

vulnerability is the Transfer of Funds through Banks and 
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Technology-Based Financial Transaction Services 

3. Methods of using outward funds that have a high vulnerability are 

Foreign Terrorist Fighter/FTF Travel, Purchase of Weapons and 

Explosives, Travel Costs to and from Terrorism Action Locations, 

Creation and Maintenance of Accounts on Social Media, and 

Training on Making Weapons and Explosives 

4.4 Emerging Threats of Terrorism Financing 

In the context of TF, emerging threats are defined as new threats that are 

considered to have the potential to occur in the future, or actual threats has been 

recognized but has not yet seen its widespread consequence. Regarding TF, the 

following are some of the emerging threats in question: 

1. Virtual Assets 

Currently, terrorism financing does not only use currencies that are 

commonly used, but also uses virtual currency or other types of digital 

money/virtual money which of course can threaten the financial world, even 

causing the risk of financial crime. Virtual currencies have features including fast 

transaction processing, low-cost transactions, and easy, but are vulnerable to 

being exploited by criminals because they allow transactions without using their 

real names, do not have reporting obligations and some do not require a third 

person intermediary in carrying out their transactions. 

Meanwhile, FATF defines virtual currency as a virtual asset which is a 

digital representation that can be traded digitally and functions as a medium of 

exchange, a unit of account, and or store of value, but does not have legal 

tender status in any jurisdiction (FATF, 2015). This virtual currency is classified 

into the New Payment Method (NPM) with Bitcoin as the type most in demand. 

The use of Bitcoin to conduct criminal acts of financing terrorism has been a 

concern for a long time by law enforcers in various parts of the world, especially 

since the rise of the ISIS (Islamic State of Iraq and Syria) rebellion in Syria. 

Bitcoin is also suspected to be widely used by terrorist perpetrator as a 

transfer medium to fund terrorist activities in Indonesia and to fund foreign 

terrorists who want to join ISIS. The following figure shows some assessments of 
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cryptocurrency properties that are often used in terrorism financing.  
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Figure 19 Assessment of Terrorism Financing Activities by Cryptocurrency Properties 
Source: RAND Corporation, 2019 

 

Terrorism financing models using NPM such as cryptocurrencies are a 

new trend that is currently widely used by terrorists, several indicators that 

can justify this premise are: cryptocurrencies are currently increasingly being 

used in a growing market because it offers a lot of flexibility so that the 

reach of its users is also getting wider. In addition, weak legal oversight 

related to the use of cryptocurrencies in various parts of the world has also 

contributed to the obstruction of the oversight mechanism 

(RANDCorporation, 2019). 

In this case, the rules regarding virtual assets, which are referred to as 

crypto assets in Indonesia, are regulated by the Commodity Futures Trading 

Regulatory Agency (CoFTRA/Bappepti) with the issuance of the Minister of 

Trade Regulation Number 99 of 2018 on General Policy for the 

Implementation of Crypto Asset Futures Trading. Indonesia is one of the 

countries that recognizes crypto assets as commodities, even though trading 

can only be done on futures exchanges as regulated in CoFTRA Regulation 

Number 5 of 2019 on Technical Provisions for the Implementation of the 

Physical Market for Crypto Assets on the Futures Exchange. 
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With Recommendation 15 from the FATF which explains that every 

country is required to make comprehensive rules regarding the New Payment 

Method (NPM) including Internet-Based Payment Services (FATF 2015), it is 

necessary to have a risk assessment and consider policies from other 

countries, so that Furthermore, appropriate policies can be formulated, 

especially to minimize money laundering and terrorism financing in virtual 

assets. FATF advises national authorities to establish coordination 

mechanisms to proactively share information by promoting a deeper 

understanding of money laundering risks in the Cryptocurrency (CC) 

ecosystem. Furthermore, the risk-based approach advises national authorities 

to target specific 'nodes' that are most likely to be at the forefront of money 

laundering and whose activities intersect with the regulated fiat currency 

financial system. 

2. Online Loans/Peer to peer lending 

Technological advances have consequences on aspects of people's 

economic life. The emergence of financial technology/fintech or financial 

technology, hereinafter abbreviated as fintech in the form of online loans, makes 

it easy to get the desired funds in a brief time and effortless process. However, 

behind its convenience and flexibility, fintech also has some potential for abuse, 

one of which is terrorism financing. Meanwhile, as of December 2019, the total 

number of registered and licensed fintech peer to peer lending providers was 164 

companies (FSA, 2019). The unregistered and licensed fintech peer to peer 

lending is not under the supervision of the FSA. The illegal peer to peer lending 

fintech is an object of discipline by the Investment Alert Task Force (SWI), which 

is a means of coordination between 13 Ministries/Institutions. It was recorded 

that from January 2018 to April 2019, SWI had blocked 947 fintech entities of the 

type of unlicensed peer to peer lending. 

Peer to peer lending fintech is an emerging threat, both legal and illegal 

(unlicensed). However, illegal peer to peer lending fintech has a higher risk as a 

means of financing terrorism because there is no supervision of the illegal 

fintech. Based on the decision of the terrorism financing court, for example 

Decision Number 577/Pid. Sus/2020/PN.JKT.TIM and 

600/Pid.Sus/2020/PN.JKT.TIM, it was found that Terrorism Financing utilizes peer 

to peer lending fintech, in which the perpetrators conduct terrorism financing by 
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applying for loans to several legal and illegal fintechs. 

Online loans that can be made via mobile phones anywhere, without the 

need for collateral, and funds that are immediately disbursed can open wide 

opportunities for terrorist financing practices in unsuspecting amounts. As of 

September 2020, it was recorded that the total loan or financing disbursed 

through online loans was up to one hundred trillion Rupiah, an increase of 113% 

year-on-year compared to September 2019. Therefore, special attention is 

needed regarding the use of online loans which are currently in great public 

demand. In addition to the convenience offered, this system also has many 

vulnerabilities to be used as a means of financing terrorism. 

4.5 Risk of Financing of Proliferation of Weapons of Mass Destruction 2021 

In the context of PFWMD although in Indonesia there has not been a direct 

threat to PFWMD, but as part of the international regime, Indonesia has played an 

active role in maintaining world order, one of which is supporting counter-terrorism 

related to the use of weapons of mass destruction, as well as cessation of funding in 

the context of enrichment of the use of weapons of mass destruction for non-

peaceful purposes by a country.  

The potential threat of PFWMD in Indonesia comes from the existence of trade 

transactions conducted with parties from high-risk countries based on UN Security 

Council Resolutions. In addition, other potential threats that may arise are from the 

accounts of foreign nationals who come from high-risk countries based on UN 

Security Council Resolutions, who no longer live or work in Indonesia, and are 

subsequently misused by others. 

In order to comply with FATF Recommendation 7 which requires the state to 

implement prevention of proliferation financing, a Joint Regulation of the Minister of 

Foreign Affairs of the Republic of Indonesia, Chief of Indonesian National Police, 

Head of Indonesian Financial Transaction Reports and Analysis Center, and Head of 

Nuclear Energy Supervisory Agency have been promulgated on the Inclusion of the 

Identity of Persons or Corporations in the Funding List for Proliferation of Weapons 

of Mass Destruction, and the Immediate Blocking of Funds belonging to Persons or 

Corporations Listed in the List of Financing of Proliferation of Weapons of Mass 

Destruction  on 31 May 2017. This Joint Regulation has been placed in the State 

Gazette of the Republic of Indonesia Year 2017 Number 770. 
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This Joint Regulation was also drafted to implement the UN Security Council 

Resolution on the prevention of the proliferation of weapons of mass destruction. 

The resolution also obliges each UN member state to immediately block funds 

owned or controlled by individuals or corporations whose identities are listed in the 

list of Financing of Proliferation of Weapons of Mass Destruction, as illustrated in the 

following figure: 

 

Figure 20 PFWMD Funding List Flow 

 

This Joint Regulation regulates the procedures for the inclusion of the 

identities of individuals and corporations, the immediate blocking of funds belonging 

to individuals and corporations, and the abolition of the inclusion of individual and 

corporate identities in the Funding List for Proliferation of Weapons of Mass 

Destruction (DPPSPM)/WMD List. Each relevant agency must follow the technical 

instructions regarding the procedure for submitting the inclusion of the identities of 

Persons and Corporations in the DPPSPM, and the immediate blocking of Funds 

belonging to Persons or Corporations listed in the DPPSPM as referred to in the Joint 

Regulation. 

Meanwhile, although it is recognized that nuclear weapons are a major threat 

to the existence of mankind, the existence of a treaty that regulates the total 

prohibition of possession, production, use, and transfer of nuclear weapons was only 

adopted by the United Nations in 2017 through the United Nations Conference to 

Negotiate a Legally Binding Instrument to Prohibit Nuclear Weapons Leading 
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Towards Their Total Elimination/TPNW. The Minister of Foreign Affairs of the 

Republic of Indonesia representing the Government of Indonesia signed the treaty 

on the sidelines of the UN General Assembly in New York, United States of America. 

Currently, Indonesia is in the process of ratifying the treaty. 

Another treaty that discusses nuclear weapons is the Nuclear Nonproliferation 

Treaty (NPT), which is an agreement signed on July 1, 1968, which aims to limit the 

possession of nuclear weapons in which there are three main pillars related to the 

commitment to nuclear disarmament, non-proliferation, and the use of nuclear 

materials for peaceful purposes. 

Since it came into force in 1970, there have been 191 NPT parties and are 

divided into two categories, namely nuclear countries (Nuclear Weapon States/NWS) 

and non-nuclear countries (Non-Nuclear Weapon States/NNWS). (Ministry of Foreign 

Affairs, 2019). The NPT is a commitment from the five NWS countries to realize a 

general and complete disarmament, and the NNWS countries' commitment not to 

develop or acquire nuclear weapons. In addition, the NPT also emphasized to 

protect the rights of all state parties to develop nuclear weapons for peaceful 

purposes. 

4.6 Terrorism Financing Risks and Financing of Proliferation of Weapons of Mass 

Destruction during COVID-19 Pandemic 

During COVID-19 pandemic situation, Governments in all countries are making every 

effort to cope with COVID-19 through various financial stimulus and pandemic mitigation 

efforts. However, this condition does not stop terrorists from conducting terrorist 

activities, as stated by the Secretary General of the United Nations that threats related to 

terrorism still exist, mainly the increase in terrorism activities and terrorism financing 

(Guterres, 2020). Meanwhile, BNPT stated that during the pandemic, the terrorist group 

network continued to actively recruit new members, both online and offline, with a focus 

on spreading terrorism, intolerance, and radicalism. 

The emergence of threats and vulnerabilities that occurred during COVID-19 

pandemic indicates that there is a potential risk of emerging terrorism financing, which 

can lead to the following actions (FATF, 2020): Meningkatnya penyalahgunaan layanan 

keuangan online untuk memindahkan uang; 

1. Criminal finds a way to bypass the due diligence measures mechanism that is not 

detected by AML/CFT system; 
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2. Increased abuse of online financial services to move money; 

3. Using economic stimulus and bankruptcy schemes as a means for individuals and 

legal entities to hide and launder illicit money; 

4. Increased utilization of the unregulated financial sector that creates opportunities for 

criminals related to money laundering and terrorism financing; 

5. Misuse of aid funds and emergency financing; and 

6. Criminals of money laundering and terrorism financing exploit COVID-19 and 

weakening economic conditions with certain business models, especially in 

developing countries. 

4.6.1 Consequence of COVID-19 and Policy Responses to CFT and PFWMD 

Programs 

During the pandemic, many terrorists have consolidated their power and 

supporters through online networks such as social media, starting from recruitment 

to funding, which is most often done with fundraising schemes. This fundraising 

scheme is carried out using technological developments because currently the 

internet has become a free platform that can be accessed all over the world and 

makes various groups use it to sell services, advertise, communicate, and conduct 

financial matters, so that throughout 2020 (until June 2020) there are 24 HA related 

to alleged criminal acts of terrorism and/or terrorism financing (INTRAC, 2020). This 

shows that COVID-19 pandemic does not necessarily stop terrorists from taking 

action to collect, transfer, and use funds to conduct their actions. 

Several policy responses that have been implemented in mitigating the 

consequence of COVID-19 on the prevention of TF and PFWMD will be discussed in 

the next section. 

4.6.1.1 Supervisory and Regulatory Bodies and Other 

Ministries/Agencies 

The nine agencies in the table below are SRB and K/L that mitigated TF 

and PFWMD during COVID-19 pandemic. 
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Table 8 SRB and Other Ministries/Agencies’ Policy Responses for COVID-19 

 

INSTITUTION FORM 

   OJK (FSA) 
1. Conducted intensive coordination both with internal FSA and INTRAC to discuss the 

specifics of COVID-19 pandemic condition 
2. Optimized the use of electronic means in communication and coordination 
3. Increased the application of the risk-based approach (RBA) in the financial services 

sector 
4. Implementation of risk-based AML-CFT supervision and its communication to PJK in 

the financial services sector through the ML-TF minisite which can also be accessed 
by other stakeholders 

5. Issuance of a Policy on the Use of Digital ID in the CDD Process 
6. Submission of Advisory Alerts to PJK regarding: 

a. Implementation of the Risk-Based AML CFT Program in the Conditions of 
COVID-19 pandemic. 

b. Implementation of the Risk-Based AML CFT Program related to the Prevention 
of Financing of Proliferation of Weapons of Mass Destruction. 

7. Development of risk-based supervision infrastructure (SupTech) for the AML CFT 
program. 

1. Implementation of virtual AML CFT training during COVID-19 pandemic. 

BI 
The Central Bank has issued the Regulation of Bank Indonesia No. 22/7/PBI/2020 on 

Adjustments to the Implementation of Several BI Provisions as Consequence of COVID-19 

pandemic and Regulation of Board of Governors No. 22/3/PDG/2020 on Governance 

(Governance) Implementation of the Continuity of BI's Tasks in the Status of the Pandemic 

and National Disaster of COVID-19. 

Furthermore, BI produces four outputs, including: 

1. Letter of appeal to PJSPs (Payment system service providers) other than Banks and 

KUPVA BB, to increase vigilance in anticipating potential ML/TTPT crimes and other 

financial crimes during the pandemic. 

2. Issuing inspection guidelines under certain conditions. This guideline allows inspection 

activities to be conducted on-line/virtual/remote. 

3. Issuing CDD Guidelines which include electronic CDD guidelines (e-CDD). 

Issuing a policy regarding the use of electronic signatures including for e-CDD for 
APMK Operators (card payment system operators). 

Ministry of Law 
and Human 
Rights 

Planning to develop an integrated online Notary reporting system application from Notary, 

MPD, MPW, MPP and Directorate General of AHU accounts. 

Ministry of 
Cooperatives & 
SMEs 

1. The establishment of an information technology-based cooperative supervision 
system; 

2. Members' Meetings (RA) can be held online; 
3. The results of the implementation of the RA must be submitted to the Ministry of 

Cooperatives & SMEs through an electronic reporting system; 
4. Cooperatives that carry out savings and loan business activities as well as savings 

and loan businesses and sharia financing are required to submit reports to the 
Ministry of Cooperatives & SMEs periodically and from time to time through an 
electronic reporting system; 

5. Implementation of risk-based cooperative supervision program by dividing savings 
and loan cooperatives into Cooperative Business Classification (KUK) 1-4; 

6. Implementation of fit and proper test for prospective cooperative management and 
supervisors for KUK 3 and KUK 4; 

7. Establishment of a cooperative supervisory functional position; and 
8. Formation of the GoAML Team of the Ministry of Cooperatives and SMEs. 
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INSTITUTION FORM 

Ministry of 
Foreign Affairs 

1. Ministry of Foreign Affairs improves the quality of protection for Indonesian citizens 
abroad 

2. The government (in this case the Ministry of Foreign Affairs) enhances and optimizes 
international cooperation in countering terrorism with various organizations under the 
UN framework such as the UN Counter Terrorism Implementation Task Force (CTITF), 
Terrorism Prevention Branch-UNODC, and the UN Counter-Terrorism Executive 
Directorate (UNCTED) and various countries in regional and international regions 

3. Indonesia (in this case the Ministry of Foreign Affairs) initiated a high-level open 
debate regarding the linkage of terrorism activities with transnational crime (especially 
during COVID-19 pandemic) while serving as President of the UN Security Council in 
August 2020. 

4. The government (in this case the Ministry of Foreign Affairs as the 

initiating agency) encourages the ratification of international conventions 

related to terrorism. 

Ministry of 
Finance 

Related to Auction Center 
Expansion of the scope of risk rating/RBA to PMPJ KPKNL and Class II PL (currently in the 
stage of coordinating discussions with INTRAC). 
Related to the Professional Accountant and Public Accountant 
PPPK (Financial Professional Development Center) continues to conduct online surveillance 
efforts and has specifically issued: 

1. Circular Letter of the Head of PPPK Number SE-2/PPPK/2020, regarding the 
Implementation of Financial Professional Examinations During COVID-19 pandemic; 
and 

2. Decision of the Head of PPPK Number KEP-11/PPPK/2020 concerning Guidelines for 
Examination of Public Accountants, KAP, KAP Branches, Practicing Accountants, KJA 
and KJA Branches During COVID-19 pandemic Period. 

* The PPPK response related to COVID-19 as mentioned above does not specifically refer to 

TF/PFWMD but is more in the form of a PPPK response in supervising the profession related 

to compliance in conducting PMPJ as a whole during the pandemic. 

National 
Counter 
Terrorism 
Agency (BNPT) 

During COVID-19 pandemic, the National Action Plan for the Prevention and Combating of 
Violent Extremism that Leads to Terrorism (RAN PE) was ratified through Presidential 
Decree No. 7/2021 and has a reaction related to coordination with APH and K/L involved in 
law enforcement against TPPT. In addition, the inclusion of DTTOT for the domestic list of 
nineteen individuals and five entities. 

State 
Intelligence 
Agency (BIN) 

1. Formation of a team to explore PFWMD issues. 
2. Improved coordination with INTRAC in identifying NPO financial transactions. 

PPATK 
1. Optimization of information technology, namely the use of video conferencing or tele-

meeting applications for ML Committee meetings and virtual case handling 
coordination meetings. 

2. Conducting cyber patrols on social media to identify fundraising through foundation 
and/or individual accounts as well as analyzing foundations conducting transactions to 
conflict areas. 

3. Implementation of on-site audit online. 
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4.6.1.2  Law Enforcement Agencies 

The Police, AGO and Judiciary have also taken part in mitigating risks 

during COVID-19 pandemic through the explanation below.  

Table 9 Law Enforcement Agencies’ Policy Responses for COVID-19 
 

INSTITUTION FORM 

Indonesian National 
Police 

1. Implementation of Health procedures in arresting suspects, handling suspects and 
evidence. 

2. Utilization of information technology in discussions and exchange of information, 
for example with virtual meetings. 

AGO Trials are conducted online via video conferencing. Meanwhile, the coordination 
between the Public Prosecutor and investigators is to examine or discuss the 
problems of handling criminal acts of terrorism financing in the context of fulfilling 
the formal and material requirements of a case file, conducted routinely in the form 
of a case title (exposure). FGDs were also conducted between prosecutors and 
investigators or other relevant agencies to equate perceptions between prosecutors 
and other related investigators/agencies in the context of handling terrorism 
financing crimes and increasing the capability of public prosecutors. 

Judiciary 
1. Online trial via video conferencing 
2. Conducting administrative activities and case trials electronically and various 

activities/scientific forums online/virtual meetings. 
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An understanding of risk, as well as the implementation of effective 

strategies and policies are the keys to risk mitigation for all elements of 

stakeholders in the AML-CFT Regime in Indonesia. 

CONCLUSIONS 
OF TERRORISM FINANCING 
AND PFWMD RISKS 
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CHAPTER V 

CONCLUSIONS OF TERRORISM 

FINANCING AND PFWMD RISKS 
 

5.1 Conclusion on Terrorism Financing and PFWMD Risk 

In 2020, the Indonesian NRA team in collaboration with stakeholders has 

attempted to consolidate to conduct a national risk assessment related to Terrorism 

Financing and PFWMD with a timeframe of 2019-2020 with the aim of providing a 

clear picture to all stakeholders regarding the key risks of terrorism financing and 

PFWMD. 

5.1.1 Terrorism Financing (TF) 

The key risks of TF can be classified into four things, namely: Methods, 

Actor Profiles, Areas, and Emerging Threats to Terrorism Financing in Indonesia. A 

brief explanation of the key risks of TF are as follows: 

a. Terrorism Financing Methods 

1) At the fundraising stage, in the form of personal sponsors (terrorist 

financier/fundraiser), misuse of donations through mass organizations, 

and legitimate business ventures. 

2) At the stage of transferring funds, in the form of through Financial 

Service Providers, carrying cash across borders, and using new payment 

methods. 

3) At the stage of using funds, in the form of purchase of weapons and 

explosives, training in the manufacture of weapons and explosives, 

training on the use of weapons and explosives, and travel costs from 

and to locations of terrorist acts. 

b. Profile of Perpetrator at Risk for Terrorism Financing 

The profiles of terrorist financing perpetrator at risk are 

Businessman/Entrepreneurs, private employees, and traders. 

c. Areas at Risk for Terrorism Financing 

The DKI Jakarta, East Java, West Java and Central Java regions are 
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included in the category of areas with a high risk of terrorism financing. 

Meanwhile, Central Sulawesi, Papua, Banten and West Papua are included 

in the medium category of terrorism financing. 

d. Emerging Threat  

The current state of technological development, coupled with the increasing 

promotion of efforts to prevent and eradicate TF, has caused terrorist 

groups to continue to seek new alternative routes to seek terrorism 

financing in ways that tend to be difficult to detect and track, including: 

1) Virtual Assets; and 

2) Online Loans. 

 

5.1.2 Financing of Proliferation of Weapons of Mass Destruction (PFWMD) 

In the field of PFWMD, the Law on the Implementation of the 

Chemical Weapons Convention or KSK has been ratified by the 

Indonesian House of Representatives, namely Law Number 9 of 2008 on 

the Use of Chemicals and the Prohibition of the Use of Chemicals as 

Chemical Weapons regarding the imposition of criminal sanctions on the 

misuse of registered chemicals, including the extra-territorial 

conditionality required by the CWC. Furthermore, Presidential Regulation 

(Perpres) Number 19 of 2017 on the Establishment of the National 

Authority (Otnas) for Chemical Weapons has been issued and 

Presidential Decree (Keppres) Number 4 of 2017 on Membership 

Structure of the Chemical Weapons Otnas has been issued. 

Although various mitigation efforts have been conducted as 

mentioned in the previous chapter, there are still various threats and 

vulnerabilities that occur related to TF and PFWMD in Indonesia. Thus, 

recommendations that can be made in the future to eradicate TF and 

PFWMD based on recommendations for prevention, eradication, and 

risk-based cooperation are needed. 

Regarding PFWMD, although the potential threat of PFWMD is still 

relatively low in Indonesia, efforts need to be made to be aware of the 

potential for PFWMD, especially trade transactions carried out with 

parties from high-risk countries based on the UN Security Council 
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Resolution. In addition, other potential threats that may arise come from 

the accounts of foreign nationals who come from high-risk countries 

based on the UN Security Council Resolution, who no longer live or work 

in Indonesia, and are subsequently abused by other parties. Currently, 

Indonesia has diplomatic relations with these countries, both in political 

interactions conducted within the state-to-state framework and other 

interactions conducted within the business to business and people to 

people framework. Although so far there have been no cases that lead 

to the potential of PFWMD itself, efforts to increase vigilance need to be 

carried out, especially in the midst of COVID-19 pandemic situation 

where there are many cross-border transactions related to medical, 

biological, chemical materials, and others. 
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